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Chapter 1Introdu
tionOn 
omputers, user usually starts his �rst session by turning on his 
omputeror logging into a workstation. When user starts di�erent programs, all ofthem have their own sessions and session information. The sessions 
hangeduring the user's work. If a user 
hanges from one devi
e to another, allthese sessions have to be started from the beginning.Sessions are espe
ially important in the internet. The web servi
es 
reatesessions with users to identify the individual user's 
onne
tions from otherHTTP 
onne
tions. The web servers keep tra
k of the sessions with the statemanagement proto
ol of HTTP that uses 
ookies to store information on theuser's ma
hine. If the web servi
e wants to give prote
ted information to theuser, it needs to 
on�rm the user's identity. The user's identity authenti
ationis usually done with a separate authenti
ation servi
e su
h as a single sign-on(SSO) system. The SSOs have their own sessions with users just as otherweb servi
es.Session migration allows the user to 
ontinue his sessions on a di�erent ma-
hine. Session migration is a studied topi
. For example, Internet browser[10℄ and multimedia sessions [31℄ have been migrated. The session migrationappli
ations transfer the session information from one devi
e to another. Themigration allows internet browsing or a multimedia session to 
ontinue fromthe same spot on di�erent devi
es in a mobile environment. For example, auser 
an start to wat
h a movie from the internet on his mobile devi
e whiletravelling on a train. When the user arrives at home, he transfers the moviesession to his home entertainment system that is 
onne
ted to the internetand the movie 
ontinues from the same spot it was left o� on the mobiledevi
e.Multitude of di�erent single sign-on (SSO) systems exist that o�er authenti-1



CHAPTER 1. INTRODUCTION 2
ation servi
es on the internet. SSO allows the user to authenti
ate himselfto di�erent servi
es with one login. The SSO systems have di�erent waysfor user authenti
ation and identity information storage and passing the in-formation between the a
tors of the authenti
ation system. Di�erent levelsof authenti
ation are used depending on the se
urity requirements of thea

essed resour
es.One goal of the SSO systems is to in
rease the usability of authenti
ationsessions for the user by diminishing the amount of logins users have to do.Being able to migrate the authenti
ation sessions of the SSO systems addseven more usability. Eventually, the authenti
ation sessions and thus identityinformation moves with the user from one devi
e to another without usershaving to logout and login on every devi
e for every servi
e.1.1 Use 
ase s
enarioAli
e works in a 
ompany that has several di�erent servi
es a

essible throughthe web with a web browser. She is also enrolled in the lo
al university whi
halso has many web servi
es. Both the workpla
e and the university have theirown single sign-on (SSO) systems. With the SSO systems Ali
e only has toremember one user name and password for the workpla
e and one for theuniversity to use all of their servi
es.In the morning, Ali
e is drinking her 
o�ee at home and she is logged on tothe SSOs of her workpla
e and university. It is autumn and new semester ins
hool is beginning. She is 
he
king timetables of her 
ourses and 
omparingthem to her work 
alendar to prevent work and studies from overlappingtoo mu
h. Ali
e noti
es that some 
hanges need to be done to her work
alendar but she needs to 
at
h the next bus to work or she will be late froman important meeting. To 
ontinue the syn
hronisation of the timetables,Ali
e transfers her SSO sessions from the home 
omputer to her po
ket PC.This way, Ali
e 
an 
ontinue her session on the bus without having to re-authenti
ate herself and setting everything up again from the start.Eve is in the same bus as Ali
e. She noti
es that Ali
e is using her 
alendaron the mobile devi
e. Eve wants to know if Ali
e has a date planned withBob and de
ides to 
apture Ali
e's SSO authenti
ation session to a

ess her
alendar. Eve has her own mobile devi
e with her. She alters her homepageURL to look similar to university's 
alendar appli
ations URL. She sends thisaltered URL to Ali
e with the s
hools instant messaging system and tells herto 
he
k a funny pi
ture she has drawn. Ali
e 
he
ks the pi
ture and at the



CHAPTER 1. INTRODUCTION 3same time a weakness in her browser makes it think the modi�ed URL is the
alendar appli
ation of the university and sends the SSO session 
ookies toit. Though to Eve's surprise, the SSO system 
an di�erentiate between herreplay atta
k 
ookies and Ali
e's legally transfered 
ookies and she 
annotpretend to be Ali
e.After the bus ride Ali
e arrives at her workpla
e and transfers the SSO ses-sions from her po
ket PC to her work 
omputer. She qui
kly 
he
ks thesystem of the workpla
e for new messages about the meeting without havingto re-authenti
ate be
ause she still has her original session from home openand with her. Ali
e noti
es nothing new and goes to her meeting.1.2 Problem statementAs the use 
ase s
enario states, one user 
an have multiple sessions on dif-ferent SSO systems simultaneously. The sessions are tied to the devi
es theywere started on. If the user 
hanges to a new devi
e, he has to re-authenti
atehimself to the SSO systems. This 
an be tedious espe
ially on mobile devi
es.Migrating the authenti
ation sessions of the SSO systems with the user re-moves the need for re-authenti
ation. The authenti
ation is meant to identifythe user and not the devi
e that is used. The identity information given tothe servi
e has the user's information. The identi�er that tells whi
h au-thenti
ation session belongs to the user is stored in the 
lient-side of the SSOsystem. Thus, the migration is possible to do with minimum 
hanges to theserver-side. The 
lient-side transfer allows the migration of di�erent kinds ofSSO systems simultaneously without a
tions in the server-side.To be able to migrate the authenti
ation session, we must �nd out how theSSO systems store the authenti
ation session in the 
lient ma
hine, how thissession 
an be distinguished from the other sessions stored in the devi
e,how this session information 
an be extra
ted from the original devi
e andimported to the target devi
e, and how the information 
an be transferredbetween the devi
es parti
ipating in the migration. The devi
es and infor-mation passing between them are assumed to be se
ure in this study.1.3 Organisation of the thesisThis thesis 
onsists of eight 
hapters: Introdu
tion, SSO, Environment, De-sign, Implementation, Evaluation, Dis
ussion, and Con
lusions. SSO 
hapter



CHAPTER 1. INTRODUCTION 4tells about the di�erent approa
hes to the single sign-on designs. Also, someexample SSO systems are des
ribed. Environment des
ribes the 
entral te
h-nologies 
on
erning the SSO systems and the transfer methods needed forthe authenti
ation session migration.Design 
hapter outlines the plans for the implementation of the authenti-
ation session migration appli
ation prototype done in this thesis. It also
ontains 
riteria for the evaluation of the implementation. Implementation
hapter has the des
ription of the implementation of the authenti
ation mi-gration prototype. The end of the 
hapter in
ludes also the �ndings of theexperiments done with the prototype.The evaluation against the 
riteria presented in the Design 
hapter is in theEvaluation 
hapter whi
h also tells about the problems en
ountered duringthe implementation and our own evaluation on how well the implementa-tion �lls our expe
tations. Dis
ussion 
hapter dis
usses a variety of topi
sthat surfa
ed during the resear
h and implementation phases of this thesis.Con
lusions 
hapter presents the �nal 
on
lusion of this thesis.



Chapter 2Single sign-onExpanding internet o�ers more and more possibilities for di�erent servi
esto exist. Many of these servi
es require user authenti
ation. Di�erent singlesign-on (SSO) systems simplify these authenti
ation pro
esses from the user'spoint of view. The SSO systems provide a

ess to multiple servi
es with onelogin, and they o�er bene�ts from both the point of view of usability andse
urity.
• Usability: Only one login is needed for several servi
es.
• Usability: Organisations 
an use authenti
ation servi
es outside theirown systems when a trust relationship exists. The organisations thattrust ea
h other form federations.
• Usability/se
urity: User has fewer user names and passwords to re-member. This diminishes the 
han
e that user writes the user namesand passwords down.
• Se
urity: People tend to use the same password in many servi
es andwhen this password is 
ompromised 
hanges have to be done in allservi
es. SSO needs the password 
hange only on
e for all the servi
es.
• Se
urity: SSO helps to implement and keep the se
urity poli
y of the
ompany in e�e
t [24℄.The SSO systems are usually be divided into two intera
ting parts: identityprovider (IdP), and servi
e provider (SP). IdP handles the user authenti-
ation and grants an a

ess ti
ket. The a

ess ti
ket 
ontains the identity5



CHAPTER 2. SINGLE SIGN-ON 6information of the authenti
ated user. The SP uses this information to de-
ide what resour
es in its servi
e belong to the user. If the user has not beengranted an a

ess ti
ket, when he tries to a

ess a prote
ted resour
e, theSP dire
ts the user to the IdP for authenti
ation. The IdP gives the a

essti
ket to the user to pass to the SP or the IdP gives it dire
tly to the SP.The SSO systems have evolved from being 
entralised to de
entralised and�nally into federated systems. Some implementations have been 
reated tobe 
entralised and later updated to the more modern versions as time haspassed. The next se
tions des
ribe these approa
hes and give examples ofthe systems 
reated to implement them. Also, table 2.1 shows a 
omparisonbetween the three approa
hes.SSO approa
h Number ofIdPs Pla
ement ofIdPs Trust relation-shipsCentralised one inside own organ-isation not neededDistributed more than one inside own organ-isation not neededFederated more than one inside and out-side own organi-sation needed betweenorganisationsTable 2.1: Comparison of the three di�erent SSO system approa
hes
2.1 Centralised approa
hThe 
entralised approa
h stores the identity information in a 
entral lo
ation.The 
entral user identities 
an be a

essed through a single server or multipleservers. The identity information 
an also be 
opied to several databases butin this 
ase some method of syn
hronisation is used to keep the di�erentdatabases identi
al. Both the SPs and the 
entralised IdP are maintained bythe same organisation. Thus, the SPs and IdP are trusted at all times.2.1.1 KerberosKerberos is one of the oldest SSO system implementations. It is de�ned inInternet Engineering Task For
es RFC 4120 [33℄. RFC 4120 
alls Kerberos



CHAPTER 2. SINGLE SIGN-ON 7a network authenti
ation system but it 
an be regarded as a single sign-onsystem sin
e it provides a

ess into several resour
es with only one login.The original Kerberos is a 
entralised SSO system as it uses a 
entral serverto give the ti
kets to users but it 
an be extended to work as a federated SSOsystem [18℄.Kerberos is a token-based authenti
ation system. It 
onsists of three di�erentparts: an authenti
ation server, a ti
ket granting server, and the SPs thatprovide the servi
es the users want to a

ess. The authenti
ation server(AS) and the ti
ket granting server (TGS) 
an be thought to form a singleIdP. Kerberos uses symmetri
 
ryptography to en
rypt the tokens. The ASand the di�erent SPs share a se
ret that is used to en
rypt and de
rypt thetokens.

Figure 2.1: Kerberos SSO system data �owFigure 2.1 shows how the a

ess ti
kets are passed around in the Kerberossystem. First, the user has to authenti
ate himself with the TGS to get ati
ket granting ti
ket (TGT). If the user has a TGT, AS gives user a servi
egranting ti
ket (SGT) with the users identity 
redentials. The SGT is usedto authenti
ate the user with all the SPs. If the user already has a validservi
e granting ti
ket from the TGS, he does not have to re-authenti
atehimself. This makes Kerberos a SSO system. Both TGS and SGT 
ontaininformation about the user's network address. This prevents a replay atta
kfrom a di�erent network address with the 
aptured ti
kets.



CHAPTER 2. SINGLE SIGN-ON 82.2 Distributed approa
hThe distributed system has more than one identity provider (IdP). The dif-ferent IdPs have di�erent user identity databases. The user has to have hisidentity authenti
ated only on one of the IdPs to gain a

ess to the servi
esthe SPs provide. User usually has the 
hoi
e whi
h IdP to use for the authen-ti
ation. All the IdP servers are under the 
ontrol of the same organisation.Therefore, the servers are regarded as trusted in all 
ases.2.2.1 OpenIDOpenID [5℄ is designed as a federated SSO system. It is mostly used by 
om-mer
ial web servi
es. The 
ommer
ial servi
es have been slow to adapt trustrelationships with ea
h other. Thus, many of the them use the OpenID sys-tem only within their own organisation. In this 
ase, OpenID 
an be regardedas an example of a distributed system be
ause it has no trust relationshipswith IdPs outside its own organisation.

Figure 2.2: OpenID SSO system data �owFigure 2.2 shows the data �ow of an authenti
ation in OpenID. OpenID userhas an OpenID identi�er whi
h he uses for the login. With the identi�er,the SP �nds out whi
h IdP to 
onta
t for the authenti
ation. The SP then



CHAPTER 2. SINGLE SIGN-ON 9redire
ts the user to the 
hosen IdP with an authenti
ation request. IdP
he
ks if the user is allowed to be authenti
ated in the server. The serverauthenti
ates the user and redire
ts the user ba
k to the SP with an authen-ti
ation approved assertion or authenti
ation failed message. The approvedassertion 
ontains the user identity information. The SP 
he
ks the validityof the identity information. If the information is valid, the SP gives the usera

ess to the resour
e.OpenID allows �exibility for the SPs. OpenID does not for
e the SPs to storethe authenti
ation session identi�er on the 
lient-side separate from the otherweb session information. Therefore, it is possible that the authenti
ationsession migration 
annot be done on an OpenID SP without transferringalso other session information.The OpenID IdPs have no default name for the authenti
ation session 
ookie.Newer version usually use a 
ombination of name of the IdP and openidtags, for example, �_exampleidp_openid�. The OpenID IdP authenti
ationsession has no prote
tion against replay atta
ks that use 
aptured session
ookies. The SP side may have prote
tion depending on the implementationof the SP side. Livejournal, for example, o�ers the users option to for
ethe server to a

ept the Livejournal session 
ookies only from the 
urrent IPaddress of the user.2.3 Federated approa
hFederated systems have more than one authenti
ation server. These serversare situated in several organisations. The organisations a

epting authenti-
ations from outside their own systems must have trust relationships. The or-ganisations 
annot a

ept identities provided by untrusted IdPs. The 
hoi
eof whi
h of the trusted IdP servers to use is usually given to the user. The IdPand the SP de
ide what information about the user's identity is passed to theappli
ation requiring the authenti
ation. IdP 
hooses authenti
ation methoddepending on how strong authenti
ation the a

essed resour
e demands.The organisations form the trust relationships with business 
ontra
ts whi
hde�ne how the identities and identity providers are used between the organ-isations. A 
ir
le of trust emerges between the organisations. One organisa-tion 
an trust the trusted partners of the other organisation after it forms atrust relationship with it. [47℄



CHAPTER 2. SINGLE SIGN-ON 102.3.1 ShibbolethShibboleth [8℄ is a open sour
e federated single sign-on system developedby the Internet2 Middleware Initiative. Shibboleth uses se
urity assertionmarkup language (SAML) to pass authenti
ation and identity informationbetween the IdP and SP servers. Figure 2.3 shows an example of a Shibbolethauthenti
ation.

Figure 2.3: Example of a Shibboleths SSO authenti
ation pro
edure1. User a

esses prote
ted resour
e on a web server. Shibboleth's SPnoti
es this and asks with a list whi
h server user wants to use forauthenti
ation. Before redire
ting the user to the IdP, SP stores aSAML 2.0 AuthnRequest in the browser.2. When the 
lient 
onta
ts the 
hosen IdP, the IdP extra
ts the authen-ti
ation request from the browser. With the authenti
ation request,the IdP knows how to authenti
ate the user and redire
ts the user to alogin page. If the user already has an authenti
ation session with theIdP, login is not needed.



CHAPTER 2. SINGLE SIGN-ON 113. User authenti
ates himself to the IdP by giving a user name and pass-word for the SSO servi
e. After the user has been authenti
ated, theIdP 
olle
ts information it has in store about the user. This informa-tion is �ltered to make sure that only relevant information is revealedto the servi
e. The information is modi�ed to �t in a SAML 2.0 asser-tion. This assertion is en
rypted, signed, and stored in the 
lient. Theuser is redire
ted ba
k to the SP with the assertion.4. When the 
lient 
onta
ts the SP again, the SP extra
ts the assertionfrom the 
lient. The SP performs the needed se
urity 
he
ks to knowthe validity of the assertion. The SP extra
ts the information fromthe assertion and passes the information to the prote
ted servi
e inan understandable form. After this, the servi
e 
an use the identityinformation given by the Shibboleth to grant the user a

ess to theservi
e.Shibboleth uses 
ookies for session management. When 
lient a

esses theShibboleth system, it �rst sends the 
ookies that belong to the system. These
ookies 
ontain the session information 
orresponding to the user's sessionstored in the Shibboleth system. Transferring these 
ookies transfers thesession.SP side of Shibboleth has prote
tion against replay atta
ks that use 
apturedsession 
ookies. Two attributes 
ontrol the prote
tion by 
he
king the user'sIP address: Che
kAddress, and ConsistentAddress [27℄. By default, theseare set as true in version 2.0 of Shibboleth.Che
kAddress makes sure that the 
lient 
onne
ts to the SP and the IdP fromthe same IP address. Purpose of Che
kAddress is to prevent atta
kers from
apturing the 
onne
tion during redire
ts but the attribute is re
ommendedto be set as false be
ause solutions like NAT might make the 
lient usedi�erent IP addresses on di�erent networks. It is possible with Shibboleththat the SP and the IdP are in di�erent networks.Client has a separate authenti
ation session with both the SP and the IdP.ConsistentAddress prote
ts only the sessions with SPs. ConsistentAddress
he
ks that the 
lient sends the 
ookies to the SP always from the same IPaddress. If the IP 
hanges, the SP reje
ts the session 
ookies and redire
tsthe 
lient ba
k to the IdP for re-authenti
ation. ConsistentAddress must be
hanged to false for the session migration to work properly. If the attributeis set as true when the authenti
ation session is migrated, the SP reje
ts the
onne
tion from the new IP and redire
ts user to the IdP. After the redire
t,the IdP simply re-authenti
ates the user automati
ally with the transferred



CHAPTER 2. SINGLE SIGN-ON 12IdP session information and 
reates a new SP authenti
ation session for theuser.2.3.2 Identifying 
ookies of ShibbolethShibboleth does the session handling with 
ookies. It uses both session 
ook-ies that expire when the user agent exits, and persistent 
ookies that expirewhen a spe
i�ed time 
omes. Figure 2.4 shows the 
ookies Shibboleth uses.Both the IdP and SP side have their own 
ookies for ea
h session. The IdPand SP issue these when the user is authenti
ated. User does not have to re-authenti
ate himself while he has the session 
ookies. A third 
ookie is issuedwhen the SP de
ides whi
h IdP the user wants to a

ess for the authenti
a-tion. This 
ookie is used when re-authenti
ation to the SP is needed. Fromthe 
ookie, the SP knows straight what IdP to use for the user authenti
ation.

Figure 2.4: Cookies Shibboleth uses for session handlingSP 
ookie is a session 
ookie. Normally the name of it starts with a tag�_shibsession_�. Appli
ation 
ode is appended to the end of this tag. Thename 
an be 
hanged with a attribute in the SP 
on�guration but the defaultname is usually used.
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ookie is a session 
ookie. The naming of the IdP 
ookie varies. Thedefault name is �_idp_session� but it 
an be 
hanged from the system at-tributes. The name of the 
ookie depends also on the authenti
ation methodused. Shibboleth may use outside methods for the authenti
ation and inthat 
ase the session authenti
ation 
ookies 
ome from that authenti
ationappli
ation.The third 
ookie Shibboleth system has is the 
ookie 
ontaining informationabout the IdP that the SP should 
onta
t for the authenti
ation. If the userhas already 
hosen an IdP server to use, the SP automati
ally redire
ts theuser to this IdP. This 
ookie is usually a persistent 
ookie and naming of itvaries.2.4 Other 
ategorisations for SSO systemsOther 
ategorisations for the SSO systems exist. These 
ategorisations usu-ally in
lude systems that 
annot be regarded as true SSO systems. Thus,they are wider than the 
ategorisation introdu
ed in the earlier se
tions ofthis 
hapter. This se
tion introdu
es three of these other 
ategorisations.In 1995, T.A. Parker outlined two ways of doing SSO systems [36℄. Theseways were s
ripting and approa
h using authenti
ation and a

ess ti
kets.S
ripting stores the user name and password in the user's ma
hine and pro-vides them to the web servi
es when required. This takes away the need totype in login information from the user but it does not really o�er any otherbene�ts of the SSO systems. The s
ripting still logs on the user on everyservi
e separately. The a

ess ti
ket approa
h is des
ribed in the beginningof this 
hapter.SSO systems 
an also be 
ategorised depending on how they transfer andstore user 
redentials [18℄. This 
ategorisation divides the systems into �ve
ategories varying on what they are based on: token, PKI, 
redential syn-
hronisation, se
ure 
lient-side 
redential 
a
hing, and se
ure server-side 
re-dential 
a
hing.Token-based systems store en
rypted 
redentials in tokens after the user hasbeen authenti
ated. These tokens are stored in the 
lient ma
hine whi
hgives them to the SPs the user wants to a

ess. A token-based system issimilar to a PKI-based. PKI-based systems use publi
 key infrastru
ture toen
rypt and validate the tokens.Credential syn
hronisation has a separate database of user 
redentials for



CHAPTER 2. SINGLE SIGN-ON 14all di�erent authorities. The 
redential databases are kept identi
al withsyn
hronisation. This ar
hite
ture is not a true a SSO system be
ause it onlykeeps the same 
redentials on di�erent systems. User still has to authenti
atehimself on di�erent systems separately.Se
ure 
lient-side 
redential 
a
hing unlo
ks the 
redentials from a primaryauthenti
ation authority and stores them se
urely in the system of the 
lient.These 
redentials are then used to authenti
ate the user on further logins toother servi
es. Se
ure server-side 
redential 
a
hing stores the 
redentialsin a 
entral database. The se
ondary authenti
ation authorities retrieve the
redentials from the 
entral database.Third way to 
ategorise is a
tually a taxonomy. The SSO systems are dividedbased on where the identity provider (IdP) is pla
ed [37℄. These are dividedinto lo
al and proxy solutions. Also, division to pseudo-SSOs and true SSOsis made.Lo
al pseudo-SSO stores the user names and passwords in the 
lient, andgives them automati
ally to the servi
e requiring authenti
ation. This isthe s
ripting approa
h mentioned earlier. Proxy-based pseudo-SSO storesthe user information for authenti
ation in a proxy. The user must trust theproxy to store this data. At the beginning of the session user authenti
ateshimself to the proxy. The proxy does all the further authenti
ations to theservi
es.Lo
al true SSO has a 
omponent in the 
lient ma
hine that authenti
atesthe user. The servi
e trusts this 
omponent to give the right information.Also, the integrity of the 
omponent must be ensured. Proxy-based true SSOhas an external server that handles the user authenti
ation and informationpassing. A trust relationship exists between the SP and the external server.The SSO systems des
ribed in earlier se
tions all fall into this 
ategory.



Chapter 3EnvironmentThis 
hapter looks into the te
hnologies and proto
ols single sign-on (SSO)systems use to handle user sessions. The te
hnologies needed for the sessionmigration are also dis
ussed.SSO systems use several proto
ols and te
hnologies. HTTP state manage-ment proto
ol uses 
ookies for state management. The HTTP 
onne
tionsare otherwise stateless. The SSO systems use 
ookies for session handling.Di�erent SSO systems use the 
ookies in di�erent ways. Also, di�erent ar-
hite
tural approa
hes have been proposed for the SSO systems based on theuse of 
ookies.Cookies are handled di�erently on di�erent 
lient-side platforms. Some oper-ating systems leave 
ookies to the appli
ations while some operating systemshandle the HTTP 
onne
tions and 
ookies for the appli
ations. Di�erentbrowsers also have their own ways for handling the 
ookie storage. Thereare also di�eren
es between browsers in the desktop environment and in themobile environment.Also 
on
erning the authenti
ation session migration, some things must bedis
ussed. A migrated session from a new platform will look like a replayatta
k on the server-side. Also, the session migration needs a way to passthe session information between the parti
ipating devi
es. The �rst se
tiontells about session mobility and the 
on
epts it 
ontains.
15



CHAPTER 3. ENVIRONMENT 163.1 Session MobilityRa�aele Bolla et al. [11℄ de�ne four kinds of mobility: personal, servi
e,terminal and session mobilities. With personal mobility, the user is not�xed to one position with the devi
e but 
an move around. Servi
e mobilityallows the user to a

ess servi
es in a 
onsistent way with the same personalsettings and without 
hanges in the quality of servi
e (QoS) from di�erentdevi
es. Terminal mobility assures that the mobile devi
e retains 
onne
tionto the servi
e when the devi
e 
hanges from one network to another. Sessionmobility, also known as session migration, moves the session with the servi
ewith the user when the user 
hanges devi
es. All these four sides of mobilityare ne
essary for an ubiquitous 
omputing environment.Servi
es usually 
reate the sessions with the devi
e that the user is using.Session mobility ties these sessions to the user and not the devi
e. The useris free to 
hange from one devi
e to another depending on his needs at anygiven time and the session follows with him. This adds to usability be
auseuser does not have to start everything from the beginning when he has to
hange devi
es.The problem in moving the session from devi
e to devi
e with the user is also
alled user-level hando�. This is in 
ontrast to the term host-level hando�used for terminal mobility. Cui et al. [17℄ show three problems that have tobe 
onsidered when implementing session mobility:1. Session information has to be 
aptured, stored, and forwarded to thetarget devi
e of the migration in a seamless manner. The session hasto 
ontinue where it was left o�.2. The target devi
e of the migration is usually very di�erent from theoriginal devi
e. The session has to be modi�ed to �t the target devi
eand the personal settings the user has on it.3. The migration has to be optimised to work fast enough when 
omparedto starting the session from beginning on the target devi
e.Session mobility has been resear
hed in internet browsing [46℄[26℄[10℄ andmultimedia sessions [12℄[31℄. Session mobility allows the user to browse for along time on one devi
e and 
hange to a more suitable devi
e if his situation
hanges. Multimedia sessions are espe
ially 
on
entrated on migrating avideo session. Also, medi
al environment takes advantage of session mobility[20℄.



CHAPTER 3. ENVIRONMENT 173.2 CookiesThe Internet 
ookie is de�ned in RFC 2965 of Internet Engineering TaskFor
e [29℄. Cookies are used by the web servers to store information in the
lient-side user agents for state management of the HTTP 
onne
tion. Withthe 
ookie state management, the server gets information about the 
lientstraight from the 
lient itself and does not have to keep a separate list aboutthe information and whi
h 
lient the information belongs to.Cookies are used for a number of things. They are 
ommonly used by websites as shopping 
arts for the items that a 
ustomer wants to buy from anInternet shop, they 
an be used for session handling when login is required,or they are used to tra
k the users behaviour on the internet.Web server �rst sends a 
ookie with a Set-
ookie response header when theuser agent requests a web page. User agent stores this 
ookie and sends itba
k to the web server when the user requests a web page with a 
orrespond-ing domain and path again with the user agent.There are two kind of 
ookies: session 
ookies that do not have an expirydate and are dis
arded when the user agent exits, and persistent 
ookies thathave an expiry date and are dis
arded when this time 
omes. Cookies havename, value, and attributes. Value is the information that the web serverwants to store in the 
ookie. Cookie attributes are
• Domain of the web server that sent the 
ookie.
• Path is the URL of the page on the server that generated the 
ookieresponse.
• Max-Age is time that the user agent stores the 
ookie. After thistime, the 
ookie is dis
arded. If the max-age attribute has not beenset, the 
ookie is dis
arded when the user agent shuts down.
• Se
ure tells if a se
ure 
onne
tion must be used to send the 
ookie tothe web server. By default, 
ookies are sent over an inse
ure 
hannel.
• Port tells the port where the 
ookie is sent. By default, any request-port 
an be used. The port tells if the 
ookie is a HTTP 
ookie or if itused with some other proto
ol.



CHAPTER 3. ENVIRONMENT 183.2.1 Cookies in di�erent operating systemsThis se
tion tells how 
ookies are handled in PC and Ma
 environments.Browsers in both Linux and Windows operate the same way regarding 
ookiehandling. Ma
 OS handles the 
ookies in a di�erent way.PC environment has several options for browsers. This se
tion 
ompares thethree biggest browsers, namely Internet Explorer (IE), Mozilla Firefox, andOpera, on how they handle and store 
ookies. All these browsers store thepersistent 
ookies in the �le system and the session 
ookies in memory. Thereis no 
ommon way on how they store the persistent 
ookies. The browsersstore the persistent 
ookies in di�erent pla
es and in di�erent formats. Table3.1 shows a 
omparison of 
ookie handling between these three major webbrowsers in PC environment.Web browser A

essing
ookies inmemory File for 
ookies Storing formatInternet Ex-plorer not possible in separate �les textMozilla Firefox user side s
ript-ing 
ookies.sqlite sqliteOpera manually 
ookie4.dat Opera's own for-matTable 3.1: Comparison of 
ookie handling on di�erent browsersInternet Explorer (IE) o�ers some options for extendibility to the user. Theseoptions mostly in
lude possibilities to manipulate the graphi
al user interfa
e(GUI). IE has no options for the manipulation of the stored 
ookies. Thepersistent 
ookies 
an be a

essed in the �le system. IE stores the 
ookiesin two pla
es. Cookies are �rst stored in temp �les and later transferred tothe browsers 
ookie dire
tory. All 
ookies of IE are stored in separate �leswhi
h makes identifying individual 
ookies easy.Mozilla Firefox has wide extendibility. All proje
ts of Mozilla are open sour
eand o�er many possibilities for a developer to 
hange the fun
tionality of thebrowsers. With extensions, the browsers outlook and many other features
an be 
ontrolled. These features in
lude the possibility to fully 
ontrol the
ookies the browser has in store. The possibility to 
ontrol the 
ookies makesFirefox the best option in the PC environment for extra
ting and importingthe 
ookies.



CHAPTER 3. ENVIRONMENT 19Opera o�ers a possibility for the user to manipulate the browsers stored
ookies with an editor built into the browser. With the editor, user 
an addand manipulate both the persistent and session 
ookies. Opera does noto�er a possibility to extra
t the session 
ookies from memory with a user-side s
ript. The persistent 
ookies 
an be a

essed from the 
ookie4.dat �lethey are stored in. Thus, to extra
t the session 
ookies the user would haveto �rst 
hange them to persistent 
ookies with editor and then retrieve the
ookies from the 
ookie storing �le.Cookie handling in Ma
 OS is di�erent from the 
ookie handling in the PCenvironment. The Ma
 OS o�ers a pa
kage for the HTTP 
onne
tions. Thus,the operating system also handles the 
ookies. This is an integrated approa
hto 
ookie handling and o�ers an opportunity for all appli
ations to store the
ookies in a 
entralised lo
ation. With the Ma
 OS HTTP pa
kage, the
ookies 
an be added and manipulated freely. Thus the 
ookie extra
tionis possible for all browsers and appli
ations on the Ma
 OS. The softwaredevelopers kit (SDK) that o�ers a

ess to the HTTP pa
kage is not availablefor free.3.2.2 Browsers and 
ookies on mobile platformsA wide variety of browsers exists for mobile devi
es. Di�erent devi
es havedi�erent operating systems, and 
orrespondingly, di�erent web browsers.A browser that would work on all or even most mobile operating systemsdoes not exist. In this se
tion, we go through browsers Mi
roB, Fenne
,IPhone's Safari, Mobile browser for S60, and Opera Mini as examples ofmobile browsers. Other browsers for mobile platforms exist, for example,Opera Mobile, IEMobile, and NetFront. These browsers are not in
luded inthis resear
h be
ause they o�er no new angle to the 
ookie handling or otheroperations from the desktop versions or other mobile browsers dis
ussed here.Mobile devi
es have less resour
es available than desktop 
omputers. Thus,the browsers must be more lightweight. The mobile browsers usually have thesame inner workings with the desktop browsers but the main di�eren
e is ingraphi
al user interfa
es (GUI) and on how the GUIs are implemented. Forexample, all Mozilla-based browsers have the same 
omponent libraries for
ookie handling, but the pla
ement of extension buttons and menus are donedi�erently on di�erent browsers. Mozilla-based browsers in
lude Firefox,Mi
roB and Fenne
.Mi
roB is a browser made by Nokia for the Maemo operating system that isused in Nokia internet tablets. This browser is 
ompatible with the Mozilla



CHAPTER 3. ENVIRONMENT 20browsers in other aspe
ts than graphi
s. Mi
roB uses GIMP Toolkit (GTK+)used in the Maemo for graphi
s instead of the Mozilla's XUL XML userinterfa
e markup language that is used in other Mozilla browsers. GTK+is a more lightweight solution and is thus better for a platform with limitedresour
es. If a Mozilla browser extension uses graphi
s, it has to be portedto work in the Mi
roB. Otherwise, it should work �ne without 
hanges.Mozilla 
ommunity is developing a new browser for mobile platforms 
alledFenne
. At the moment, a beta version for N800 and N810, and an alphaversion for window mobile exist, and Mozilla is also developing a version forSymbian OS. Fenne
 will have the same libraries and XPCOM 
omponentsthe normal Mozilla browser has, but the GUI is di�erent. Fenne
 uses XULfor graphi
s just as Firefox but the GUI of Fenne
 is more lightweight. TheMozilla 
ommunity does not restri
t the modi�
ation of the GUI but o�ers aset of guidelines how the extensions should and should not modify the GUI.Most Firefox extensions should work on Fenne
. Only 
hanges to follow theMozilla 
ommunity guidelines are needed.The mobile version of Ma
's Safari browser used in IPhone is very similar tothe desktop version: operating system handles HTTP and 
ookies. Symbianoperating system that is used in many smart phones has a browser similar tothe mobile Safari 
alled Browser for S60. Browser for S60 and Safari use thesame Webkit engine for the GUI. Thus, Safari widgets made to 
hange theGUI should also work in Browser for S60 though the original GUI is di�erenton the browser. Symbian OS also handles the HTTP 
onne
tions and 
ookiesfor the Browser for S60.Opera Mini has a di�erent approa
h on making a lightweight browser. OperaMini does browsing through a proxy that 
ompresses and prepro
esses theweb pages to better �t in the mobile environment. With the 
ompression,download times of web pages are faster be
ause mobile devi
es usually havea limited bandwidth. The Opera Mini browser does not have all the fun
-tionality of a traditional browser be
ause the prepro
essing only gives thebrowser what it should display and not the original HTML 
ode. The OperaMini proxy keeps tra
k of the web server 
ookies and handles the 
ookietransa
tions.3.3 Cookies on single sign-on systemsCookies in general are used for state management of HTTP 
onne
tions.SSO systems use 
ookies for session management to see if the user has al-
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ated himself with the SSO system. Several Web-based SSOsystems use 
ookies for session handling [40℄. SSO systems 
an also use otherapproa
hes. Higgins sele
tor-based identity framework does not use 
ookies[2℄. It uses information 
ards and tokens. Also, other SSO systems usingtokens or PKI exist. These ar
hite
tures need some 
lient side infrastru
tureor more administration than a 
ookie-based system. Using 
ookies is usuallythe fastest approa
h [16℄.Vipin Samar proposes three approa
hes for 
ookie-based SSO system in hispaper Single Sign-On Using Cookies for Web Appli
ations [40℄. These ap-proa
hes are a 
entralised 
ookie server, de
entralised 
ookie server, and 
en-tralised 
ookie login server approa
h. These are des
ribed next in moredetail.

Figure 3.1: Control �ow of 
entralised 
ookie server approa
hBrownie is a type of 
ookie that servers use for 
ommuni
ation between ea
hother. Centralised 
ookie server approa
h uses brownies to pass informationbetween the 
ookie server and the web server user wants to a

ess. Normal
ookies store data in the 
lient browser. Web servers of the 
entralised 
ookieserver approa
h do the user authenti
ation individually [40℄ or the 
ookieserver does the authenti
ation [16℄. Figure 3.1 shows how data �ows in the
entralised 
ookie server approa
h:1. Client browser starts the session with the web server A and sends itslogin information to the server.
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lients login information to 
ookie server for vali-dation.3. Cookie server validates user authenti
ation and sends ba
k a 
ookie foridentifying that the 
lient now has a session in the 
ookie server and abrownie 
ontaining the user's identity information.4. Web server A gives the 
ookie from the 
ookie server to the 
lient. Nowthe 
lient browser 
an authenti
ate its further sessions to web serverswith this 
ookie.5. When the 
lient wants to use an appli
ation in the web server B, itsends the 
ookie server 
ookie �rst to the server B. The web server Bis in the same SSO domain as server A.6. Web browser B validates the 
ookie with the 
ookie server.7. Cookie server again gives the user information in a brownie but passingthe 
ookie ba
k is not needed sin
e the 
lient already presented it.8. Web server B gives 
lient a

ess to the appli
ation that it requested.The de
entralised 
ookie server approa
h has no 
ookie server. Web serversauthenti
ate the users and 
reate the 
ookies themselves. Server stores moreinformation in the 
ookie given to the 
lient. This information in
ludes username, user IP address, web server name, and 
ookie expiry time. The serverdigitally signs the 
ookie information. De
entralised 
ookie server approa
hlessens the amount of management needed. However, it makes it harder to
hange the information stru
ture of the SSO system be
ause it has to bedone on all web servers using the system. Also, the size of 
ookies is largerand the SSO 
ookies 
annot be used for state management.The third approa
h, i.e. 
entralised 
ookie login server, does authenti
ationand 
ookie 
reation in one pla
e. When 
lient browser tries to login withoutthe SSO 
ookie, web server redire
ts the 
onne
tion to the login server. Loginserver does the authenti
ation and issues a 
ookie that it sends to the webserver with further requests. Login server re-dire
ts the 
lient server ba
kto the original web server, and the server grants the 
lient its own session
ookie. Figure 3.2 shows a 
ontrol �ow model of this approa
h. SAML-basedSSO systems use the 
entralised 
ookie login server approa
h.
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Figure 3.2: Control �ow of 
entralised login server approa
h3.4 Cookies and se
urityA number of things a�e
t the 
ookies that are used in SSO systems. Parkand Sandhu [35℄ identify three types of threats when using 
ookies on theweb. First, 
ookies are normally in 
lear text in the web. This makes themvulnerable to snooping. Se
ond, 
ookies are stored in web browsers in 
leartext and 
an be a

essed by the user. The user 
an thus alter the 
ookie dataand pose as a di�erent user. Third vulnerability is the way the 
lient 
hooseswhere to send the re
eived 
ookies. Atta
ker 
an make a URL impersonatingthe original web site, and make the 
lient browser send it the 
ookies insteadof the original site. This is 
alled the 
ookie-harvesting threat. Harvested
ookies 
an be used to perform a replay atta
k.Snooping threat is easy to prote
t against. SSL prote
ts the 
onne
tionwhen sending 
ookies. Still, this does not help to prote
t against the otherthreats [35℄. En
rypting the 
ookie data prevents the atta
ker from seeingthe 
ookie information but it also may open a vulnerability. If an atta
kergets the session key used to en
rypt the data, he 
an do serious harm to thesystem. This is why the 
ookies should not 
ontain any user information



CHAPTER 3. ENVIRONMENT 24preferably only the session identi�er in the SSO system. [16℄The 
ookie harvesting vulnerability 
auses the web browser to send 
ook-ies to the wrong re
ipient be
ause browsers identify the servers only fromthe URL and if the atta
ker 
an impersonate the server with the URL thebrowser thinks it is the original server. Atta
ker 
aptures the 
ookies withthis vulnerability and uses them on replay atta
ks. Cookie handling in gen-eral needs a bigger 
hange to 
orre
t this problem but prote
tion against it
an be a
hieved. Three methods exist for the prote
tion: 
he
king that the
ookies 
ome from the same IP address that they were sent, storing userspassword as a hash in the 
ookie and asking the user for them on new websites, or using digital signatures to 
he
k the identity of the user every timehe 
onne
ts [35℄. Only the �rst method works in the SSO systems. The othertwo render the SSO unable to work properly.Cookies are vulnerable in the 
lient system. Therefore, persistent 
ookiesshould not be used. Session 
ookies will be destroyed when the user exits thesession but persistent 
ookies usually stay on the system longer. Likewise,the session should have an expiry time in the server to prevent an atta
kerfrom using the hija
ked session forever. [21℄3.4.1 Cookies vs. 
erti�
atesOne way for authenti
ation in the internet is the use of 
erti�
ates. RFC3280of Internet Engineering Task For
e [25℄ de�nes the web server 
erti�
ates. Ina way, 
erti�
ates are the opposite of the 
lient authenti
ation with 
ookies.Web servi
es use the 
erti�
ates to prove their identity. A 
erti�
ate 
ontainsa signature of a third party that assures that the 
erti�
ate holder is who he
laims to be. A web 
erti�
ate also in
ludes the web servers publi
 key forSSL/TLS 
onne
tion 
reation.The 
he
king of 
erti�
ate authenti
ity in web browsers is left to the user. Ifa user trusts the 
erti�
ate issuer, he 
an a

ept the 
erti�
ate to be trusted.This is the same kind of trust relationship that has to exist between a servi
eprovider (SP) and identity provider (IdP) in a federated SSO system. Thedi�eren
e is that se
urity poli
ies of an individual users may be more lax inwhat they a

ept as trusted than with the SPs.Web servers supply the 
erti�
ates at the beginning of a 
onne
tion to the
lient mu
h like the 
lient supplies the 
ookies to the server. Certi�
ateshave an expiration date whi
h is longer than the lifetime of a session 
ookie.Certi�
ates are resigned with the 
erti�
ate issuer when the expiration date isrea
hed. The update of a 
erti�
ate on a web browser is done automati
ally
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hooses to trust the 
erti�
ates from a 
ertain sour
e or the useris asked every time a 
erti�
ate 
hanges if he still trusts the sour
e.3.5 Replay atta
ksReplay atta
ks are atta
ks where the atta
ker eavesdrops a data ex
hange,
opies parts of the ex
hange, and modi�es and replays these parts to theparti
ipants of the ex
hange or other targets. Replay atta
ks 
an be donewithout de
rypting or even understanding the en
rypted data. Syverson givesa 
omplete taxonomy of replay atta
ks in A Taxonomy of Replay Atta
ks [48℄.The taxonomy has two 
omponent taxonomies: the origin of the message,and the destination of the message.Syverson divides the atta
ks into two 
ategories depending on their origin:run external atta
ks, and run internal atta
ks. Atta
ker uses messages fromoutside the 
urrent run of the proto
ol in run external atta
ks. Correspond-ingly, run internal atta
k uses messages from inside the 
urrent run of theproto
ol. The run external atta
ks 
an be further divided into 
lassi
 atta
ksand interleaving atta
ks. The 
lassi
 atta
k uses messages from a previousrun of the proto
ol run. The interleaving atta
k uses messages from a pro-to
ol run at the same time.Depending on the target of the messages, the atta
ks are divided into two
ategories: straight replay, and de�e
tions. Straight replays replay the mes-sage to the intended original re
eiver after a delay. The de�e
tion 
an bedone ba
k to the sender or to a third party.An atta
k where atta
ker 
aptures and replays the authenti
ation session
ookies to the SSO server is a 
lassi
 straight replay atta
k. The 
ookiesare 
aptured from a previous ex
hange of the server and the 
lient and thenreplayed straight ba
k to the server.3.5.1 Prote
ting against replay atta
ksSeveral solutions exist that prote
t against replay atta
ks. The SSO systemsusually use IP address 
he
king against replay atta
ks with stolen 
ookies.The server a

epts 
ookies only if they 
ome from the same IP address theywere issued to. This limits the 
ookies to only work from the original devi
e.For the authenti
ation session migration we need to 
onsider other meth-ods to prote
t against replay atta
ks to prevent the replay prote
tion fromdis
arding the transferred session authenti
ation 
ookies.
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tion against replay atta
ks adding information to themessages. The information is 
he
ked to ensure that the information has notbeen used before or if it belongs to a di�erent pro
ess. The information isusually something that the appli
ation itself does not need for the pro
ess towork. [15℄Systems must make sure that the sessions are set to expire at some point.If atta
ker 
an get a

ess to the session with a replay atta
k, he still 
annot
reate a new session. Expiring the sessions prevents the atta
ker from abusingthe hija
ked session endlessly. Ye et al. show in E�
ient Cookie Revo
ationfor Web Authenti
ation [49℄ that many web servi
es do not delete the sessionfrom the server when user logs out. They only remove the session 
ookiesfrom the 
lient ma
hine. The session 
ontinues in the server until it expires.This lets the atta
ker exploit the hija
ked session even if the user thinks thatit has ended.Prote
tion against modi�ed messages 
an be done by ensuring the 
ontentsintegrity. This integrity ensuring 
an be done by adding hashes of the message
ontent to the message. By 
he
king the hash, it 
an be seen if the 
ontenthas been tampered with.3.6 Transport Layer Se
urity (TLS)Transport Layer Se
urity (TLS) is a se
urity proto
ol that 
reates se
uretransport layer 
onne
tions between devi
es. TLS is the proto
ol usuallyused for se
uring 
ookie transfers. TLS is de�ned in RFC5246 of InternetEngineering Task For
e [19℄. It is based on the older se
ure so
kets layer(SSL) proto
ol.TLS uses both asymmetri
 and symmetri
 
ryptography. Web browsers getand store the publi
 keys of servers in the same 
erti�
ates that authenti
atethe servers identity. The asymmetri
 publi
 key 
ryptography prote
ts theex
hange of the shared se
ret that the symmetri
 
ryptography uses. Theshared se
ret en
rypts the data transfer between the devi
es. TLS 
an usemany di�erent 
iphers for the transa
tions. These 
olle
tions of 
iphers are
alled 
ipher suites, and TLS negotiates in the beginning of a 
onne
tionwhi
h suite will be used. A weak suite means a vulnerable 
onne
tion.TLS has a feature 
alled the session resumption that is des
ribed in RFC4507 [39℄. The session resumption 
an resume a previously 
reated TLSsession with storing the session information in a ti
ket in the 
lient-side ofthe TLS 
onne
tion. Also, the shared se
ret that the TLS 
onne
tion uses is
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k with a stolen ti
ketwould not resume a 
onne
tion. The session resumption resumes the TLS
onne
tion but it will not resume the data 
onne
tion the TLS 
onne
tionwas prote
ting [28℄.3.7 Transfer methodDesktop 
omputers and mobile devi
es have several te
hnologies for datatransfer in
luding the SSO session data. The data 
an be transferred eitherthrough wires or wirelessly. The wireless te
hnologies in
lude Bluetooth andWLAN. The transfer does not have to be done straight from one devi
e toanother. A third devi
e 
an be used as a storage for the information. Theinformation 
an be retrieved from this storage later when needed. The nextthree se
tions look into these possible ways of data transfer. The fourthse
tion 
ompares the pros and 
ons of the solutions.3.7.1 BluetoothBluetooth is a 
onne
tion te
hnology where individual ma
hines are 
on-ne
ted without 
ables or plug-ins 
ommonly used to 
onne
t mobile phoneswith 
omputers. Bluetooth is based on a 
lient-server model where 
lientsear
hes for devi
es in its area and looks at their servi
es. These servi
esin
lude a

ess to internet, and �le transfer or sharing. Devi
es 
an be pairedin Bluetooth to work as trusted devi
es with ea
h other.Server adds the servi
es it o�ers to a servi
e re
ord. This re
ord is given tothe 
lient when it sear
hes for servers and their servi
es. If the 
lient �nds aservi
e it wants, it 
onne
ts to the server and requests a

ess to the servi
eand server may or may not allow the 
lient to use the servi
e. Most devi
esthat have Bluetooth enabled 
an work as both 
lient and server. Devi
essu
h as earphones naturally 
annot work as servers.Bluetooth uses Radio frequen
y 
ommuni
ation (RFCOMM) to pass 
om-muni
ation between appli
ations on di�erent devi
es. RFCOMM is 
reatedon the top of Logi
al link 
ontrol and adaptation proto
ol (L2CAP) whi
hhandles the 
ommuni
ation between devi
es. RFCOMM is also known as theserial port emulation, and it o�ers the serial port pro�le (SPP) servi
e in theservi
e re
ord. The so
kets SPP 
reates between ma
hines o�er a reliabledata stream mu
h like TCP.Bluetooth uses Obje
t ex
hange (OBEX) proto
ol to transfer binary obje
ts.
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iation originally 
reated the OBEX for data transfer on in-fra red 
onne
tion but the Bluetooth Spe
ial Interest Group has also adoptedit. Thus, OBEX is not an integral part of the Bluetooth, and it is not in
ludedin all the Bluetooth libraries even though many of the Bluetooth servi
es useOBEX for �le transfer. OBEX uses RFCOMM for the data transfer.Bluetooth uses en
ryption to prote
t the link layer 
onne
tions. Ea
h Blue-tooth devi
e has a unique address. With the unique address, Bluetooth de-vi
es are identi�ed individually. Devi
es 
an be paired to a

ept 
onne
tionsand data from a sele
ted unique devi
e. If the devi
es have not been paired,the devi
e asks the user to a

ept the 
onne
tions. The pairing feature addsto usability if the other devi
e is trusted. The paired devi
es have a sharedse
ret that is used to authenti
ate the devi
es to ea
h other. The se
ret isneeded be
ause Bluetooth addresses 
an be faked [23℄.3.7.2 Wireless lo
al area network (WLAN)WLAN is a wireless option to make a lo
al area network. WLAN 
onne
tstwo or more devi
es to form a network. Many mobile devi
es have the optionto 
onne
t to a WLAN network and WLAN 
an also be added easily to adesktop 
omputer if it does not already have it.Computers use WLAN to 
onne
t wirelessly to the physi
al LAN network too�er mobility for laptop users. WLAN 
onne
ts 
omputers to LAN networksthrough a

ess points. With the 
onne
tion to a

ess point, the 
omputerswork in the LAN as any other ma
hines. WLAN 
an also form dire
t P2P
onne
tions without using an a

ess point. These 
onne
tions are 
alledwireless ad-ho
 networks. They are faster to setup and 
an work more �exiblythan the traditional way of 
onne
ting in WLAN. Wireless ad-ho
 networksare not meant to be permanent solutions for the network but a small groupof 
omputers 
an form fast and simple temporary 
onne
tions with them.Older se
urity me
hanism of WLAN is 
alled Wired Equivalent Priva
y(WEP). It prote
ts the WLAN network and the data transfers in it. WEPhas had problems with its se
urity but the IEEE 801.11i version of the WLANhas addressed many of these vulnerabilities. The se
urity me
hanism basedon most of the features of IEEE 801.11i is 
alled Wi-Fi Prote
ted A

ess(WPA). Also, poorly 
on�gured WLAN network will have se
urity prob-lems. Therefore, depending on the network the data transfer may or maynot be se
ure. [34℄
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an also transfer and store a browser session. This is a 
ommon andresear
hed way to transfer web browser sessions. Hsieh et al. [26℄ introdu
ethree approa
hes for the browser session transfer from platform to platform:
lient-based, server-based, and proxy-based. Several implementations forthese approa
hes exist. Single implementation 
an also be a hybrid of two ofthe approa
hes [10℄.The 
lient-based approa
h needs a small 
lient side appli
ation to be installed.This appli
ation tra
ks or has a

ess to the browsers session information.On transfer, the appli
ation sends the gathered session data over a P2P
onne
tion to the new platform or stores the data in a server where it 
an bea

essed. Client-based approa
h allows easy a

ess to the browser data, butthe transfer is more 
omplex. Also, the used browsers have to be similar, orimporting and exporting of the browser session information 
an be di�
ult.The server-based approa
h stores the session information on the web servers.This approa
h is often used in web shops. User 
an save his situation in theshop, and the shop will restore the user to this session when he logs to thesystem next time with any browser. This approa
h will not store the wholesession of the user but only the part that is in the web server that o�ers thesession storing servi
e.The proxy-based approa
h does sur�ng on the web through a proxy. Proxymonitors browsing and stores the essential session data. Still proxy letsall the session information to the 
lient ma
hine. For example, 
ookies arestored both on the proxy and the 
lient browser. When user wants to resumethe session, he simply 
onta
ts the server and authenti
ates himself as theuser who owns the session. The proxy-based approa
h allows session to beresumed even if the 
onne
tion of the original session was broken. [13℄Conne
tions from the 
lient to the proxy are prote
ted with SSL/TLS inthe internet solution of browser session transfer. Mu
h of the se
urity of thetransfer depend on the proxy. The proxy would have to be trusted to bese
ure if the user does not have the proxy under his own 
ontrol.3.7.4 Comparison of the transfer methodsAll the three options, Bluetooth, WLAN, and the internet transfer, are avail-able on most mobile devi
es and possible to get on all desktop 
omputers.Availability is therefore not a de
iding 
riteria.



CHAPTER 3. ENVIRONMENT 30Bluetooth and WLAN 
omparison shows that both o�er very similar linklayer 
onne
tions that are 
reated between ma
hines. WLAN has to haveadditional appli
ation for the servi
e dis
overy on di�erent devi
es and aproto
ol to transfer the needed data between ma
hines. Bluetooth o�ersthese servi
es amongst its proto
ols. Servi
e dis
overy on devi
es is partof Bluetooth and smaller amounts of data 
an be easily transferred withRFCOMM and larger �les with the OBEX �le transfer.Bluetooth and the internet transfer have more di�eren
es than Bluetooth andWLAN. The 
lient-based approa
h in internet transfer is very similar to theimplementation with Bluetooth. A 
lient side appli
ation gathers the neededdata and sends it to the new devi
e in both methods. The only di�eren
e ison the link layer transfer method used. Bluetooth �nds the new devi
e forthe session easier than the sear
h through TCP/IP that the internet optiondoes. Bluetooth only needs the devi
es to be 
lose to the ea
h other andthe target devi
e to advertise the session transfer servi
e. TCP/IP needsthe address or the name of the new ma
hine to be known thus making thetransfer a bit more 
ompli
ated.Server-side approa
h does not work with session transfer [45℄. Resuming thesaved session on the server would need the user to authenti
ate himself asthe owner of the session. This renders the SSO session transfer pretty mu
huseless be
ause authenti
ation for the saved session does not di�er mu
h fromre-authenti
ation to the SSO system.The proxy-based approa
h for the session transfer o�ers some bene�ts. Theuser would not have to resume the session immediately and would not evenhave to know the new devi
e before saving the session be
ause the session
ould be retrieved from storage of the proxy anytime and anywhere. Still, theauthenti
ation to the proxy is needed. Sur�ng the web through a proxy makesbrowsing probably a little slower on a desktop 
omputer. This defe
t 
ouldbe 
ompensated if the proxy o�ered some 
ompression and prepro
essing forthe mobile browser similar to the Opera Mini dis
ussed in se
tion 3.2.2, thus
ombining the fun
tionalities of proxies.Se
urity-wise Bluetooth is deemed to be more se
ure than WLAN [23℄. Inthis thesis, the devi
es used in the transfer are assumed be se
ure and underthe user's 
ontrol. Bluetooth has only two devi
es in the transfer: the devi
ewith the original session, and the devi
e where the session will be transferred.Internet transfer through a proxy adds a third devi
e to this transfer. Blue-tooth is thus a more simple solution from the se
urity point of view than theproxy transfer. Compared to the internet transfer, all parts of the Bluetoothtransfer are under the user's 
ontrol. Parts of the internet transfer are always
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 and have to be trusted.In this thesis, the 
ontrol of the 
ookie data is important. The session mi-gration need only the data of the authenti
ation session. Building a proxy-based session transfer from s
rat
h would be too big proje
t for this thesisand might run into problems that are not inside the s
ope of the problem.Using a ready made implementation of the proxy would transfer too mu
h ofthe browser session data and not give a full 
ontrol on what is transferred.Therefore, 
lient-side Bluetooth transfer is the best option to make the datatransfer lightweight and �exible.



Chapter 4DesignThis 
hapter looks into the design of the implementation made in this thesis.The goal is to design a system for transferring session 
ookies of a 
ookie-based SSO from one 
lient platform to another. These transferred 
ookies areused on the new platform to 
ontinue the existing SSO session. We 
hose totransfer authenti
ation session of a 
ookie-based SSO system be
ause it 
anbe done without signi�
ant 
hanges to the server-side of the system. Token-based SSO system su
h as Higgins sele
tor-based identity framework needsmore 
hanges to the 
lient-side program for the authenti
ation migration towork.The 
ookie-based SSO session migration needs three 
omponents to work:�rst the 
ookies are extra
ted from the original ma
hine, se
ond the 
ookieinformation is transferred from the original ma
hine to the target ma
hine,and third the transferred information is imported to the target ma
hines sys-tem in the 
orre
t format. The 
ookie information is altered for the transfer.The importation on the target ma
hine 
reates new 
ookies with the trans-ferred information, and pla
es the new 
ookies in the systems 
ookie storage.These new 
ookies are used to 
ontinue the SSO session with the targetma
hine.Figure 4.1 shows an example on how the system transfers the SSO session
ookies from a desktop 
omputer to a mobile devi
e. Cookies are extra
tedand imported with a browser extension in this example.1. Browser extra
ts 
ookies with the browser extension and writes theminto a 
ookie �le.2. Browser starts transfer 
lient, and provides it with the URL the useris on at the moment and the lo
ation of the 
ookie �le.32
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Figure 4.1: Example of a 
ookie transfer3. Transfer 
lient 
onta
ts a server, and sends the 
ookie information andthe URL. Server writes the 
ookie information to the 
ookie �le in itsown system.4. Server starts browser with the given URL on the mobile devi
e.5. Mobile devi
es browser imports the 
ookie data from the �le beforestarting the browsers user interfa
e. Now user 
an 
ontinue the SSOsession started on the original platform.The transfer works the same way from the mobile devi
e to the desktop 
om-puter. Thus, the transa
tion appli
ations are equal, similar, and not basedon the 
lient-server model. Client and server parts here are di�erentiated be-
ause the 
lient part attempts the 
onne
tion to a server part, whi
h listensfor the 
onne
tions. The server is started before the 
lient. A �le is used tostore the extra
ted 
ookie data, and to pass the 
ookie information betweenthe 
omponents.
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tion and importationCookies must �rst be extra
ted from the original ma
hine to start the SSOsession transfer. Cookies are extra
ted from the operating systems 
ookiestorage or from the web browsers storage depending on the approa
h usedon the platform. The two approa
hes operating systems use for the 
ookiehandling are dis
ussed in the se
tion 3.2.1. Both approa
hes usually o�eran interfa
e for the 
ookie management. Both the operating systems andweb browsers 
ookie management interfa
es work in similar manner from theuser's point of view.The 
ookie extra
tion appli
ations task is to fet
h the wanted 
ookie informa-tion from system and pass it to the data transfer appli
ation, whi
h handlesthe transfer between devi
es. The appli
ation also imports the transferred
ookies to the target system.Cookies in SSO systems are usually session 
ookies. Thus, the 
ookie information-extra
ting appli
ation must have a

ess to the 
ookies the browser has storedin its memory. If browsers manage the 
ookie handling in the system, the
ookie extra
tion is done with a browser extension to get a

ess to the ses-sion 
ookies. Otherwise, the 
ookies are handled with a 
omponent in theoperating system. However, the browser extension is needed to give the usera way to start the session transfer from the browser. Also, the 
urrent URLof the browser is extra
ted with the extension and passed to the transferappli
ation.4.1.1 Cookie dataThe 
ookie extra
tor stores the extra
ted 
ookie information into a �le. The�le passes the information from the 
ookie extra
tion 
omponent to the trans-fer 
omponent. The data transfer between the browser extension and thetransfer 
omponent needs the 
ookie �le. If the operating system handlesthe 
ookies, the 
ookie �le is not needed be
ause the 
ookie extra
tion andtransfer are done in the same pla
e. Also, the transfer 
omponent sends theinformation to the target platform either as a text string read from the �leor the whole �le in binary format.The 
ookie extra
tor writes the 
ookie text �le in the same format the 
ookiesare in stored the memory. SSO Session 
ookies are en
rypted, and thus havespe
ial 
hara
ters. Keeping the 
hara
ter en
oding same prevents the spe
ial
hara
ters from 
hanging.
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ookies. Se
tion 3.2 dis
usses about 
ookies and their names,values and attributes. Four attributes that need to be extra
ted are name,value, domain, and path. The name and value represent the most essentialinformation of the 
ookies. These are the values the web server stores in the
ookies. The 
ookie handler on the target devi
e of the transfer also needs toknow who to send the 
ookies to. The owner information of the 
ookie is inthe domain and path values. The se
tion 3.4 dis
usses how all SSO 
ookiesshould only be sent through a se
ured 
onne
tion and only session 
ookiesshould be used. Thus, we assume the se
ure attribute of the 
ookies as seton and max-age attribute is not needed. Last attribute, port, is rarely usedand its transfer is not ne
essary.
Figure 4.2: Example of the 
ookie �le 
ontentsFigure 4.2 shows an example of how the 
ookie data is stored in the 
ookie�le. The 
ookie �le has two 
ookies. Ea
h 
ookie is four lines long. First lineis the name, se
ond value, third domain, and fourth and �nal line the path.All lines have only the data the browser gives as the values. This way, thedata 
an be easily imported ba
k to the browser environment. The 
ookieinformation �le starts with an empty line.4.2 Data transferThe data transfer transports the 
ookie data from the original platform tothe target platform. The data transfer appli
ations parts are divided into a
lient and server. Client part transfers the 
ookie information to the server.Server listens and waits for the 
lients 
onne
tions and stores the re
eiveddata.The 
ookie data is transported between platforms as a data stream 
ontaininga string or as a binary �le with a �le transfer proto
ol. The amount of the
ookie data is relatively small be
ause we only want to transfer the SSO
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ookies. The 
ookie transfer is a 
opy. Thus, after the transa
tionthe appli
ation keeps the 
ookie data in the memory of the original devi
ebut removes it from the 
ookie �les. This prevents the session 
ookies frombeing left in storage in the �le system when they are deleted in the browserat the end of a session.Data transfer 
lient reads the 
ookie information from a �le pointed to it bythe 
ookie extra
tor, establishes a 
onne
tion with the data transfer server,and transfers the read information to the server with the 
urrent URL ofthe browser. The user starts the 
lient with a menu option or button inthe browser. The 
lient 
loses after the transa
tion with the server has beendone. Before 
losing, the 
lient erases the 
ookie �le.The data transfer server starts the transfer servi
e and waits for a 
onne
tion.When 
onne
tion is established, the server re
eives the 
ookie informationand stores it to a �le. The information in
ludes the URL for the web browser.The data transfer server starts the web browser of the devi
e with the URL.User must start the server when he wants to transfer the SSO session, andthe server will 
lose after the transa
tion with the 
lient is 
arried out. Thisprevents further transfers from tampering with the user's 
urrent session.4.3 Evaluation 
riteriaThe following 
riteria is used to evaluate whether the design and implementa-tion 
arried out in this thesis are su

essful. The testing of the implementedSSO session transfer system has been done with existing SSO system imple-mentations. The list o�ers explanations as to why 
ertain 
riteria was 
hosenand what is good to remember on the implementation stage.1. The transferred SSO session should 
ontinue to work on the targetplatform as it has worked on the original platform. In other words, thetransferred SSO session should stay the same and no new SSO sessionshould be 
reated on the basis of the transferred information.The web server often 
reates its own 
ookies for the a
tual a

ess tothe servi
es of the web server using the identity given by the SSO. TheSSO system may use this information to 
reate a new SSO session ifthe original SSO session does not exist anymore.2. Transferred 
ookies should be identi
al enough to work on the newplatform.
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odings are used on di�erent devi
es.3. The transfer should only a�e
t the 
lient side of the SSO session. No
hanges or only minimum 
hanges should be made on the SP or IdPsides of the SSO system.We want to be able to transfer multiple SSO sessions simultaneously.If this is possible with 
hanges only on the 
lient-side for all the SSOsystems, the session transfer is easy to implement and to use.4. The transfer should be faster and require less input from the user thanlogging out and re-authenti
ating himself on the target platform the
onventional way.The transfer would be near useless if re-authenti
ation would be faster.However, typing the user 
redentials on a mobile devi
e is often harderthan on a desktop 
omputer. The only pla
e where user input mightbe needed is in the 
hoosing of the new platform if more than oneBluetooth devi
e o�ering the same servi
e exists in the region.5. User should be able to 
ontinue his browser session from the samelo
ation on the target platform. The whole internet session does notneed to be migrated, only the SSO authenti
ation sessions.Transferring the whole internet session would be out of the s
ope ofthis thesis. Transferring the 
urrent page though should be easy ando�ers a substantial usability advantage when the user does not have tobrowse ba
k to the page on the target platform.This 
riteria �lls the fundamental aspe
ts of the authenti
ation session pro-totype to be implemented. If some other points arise during the implementa-tion, they are added when the implementation is evaluated. The evaluationof the implementation against this 
riteria is in se
tion 6.1.



Chapter 5ImplementationWhen we started to do this thesis, we did not know if it was possible tomigrate an authenti
ation session to a di�erent platform on the 
lient-sideof the system without help from the server-side or external proxy. The goalwas to �nd out if the migration was possible, and if not, what things needed
hanges for the migration to work.First we examined how the authenti
ation systems store their session in-formation. The session information is stored on the 
lients with 
ookies ofthe HTTP state management proto
ol. At the same time with the 
ookieresear
h, we found out how to transfer the 
ookie information between plat-forms. From the start, Bluetooth seemed to be the most natural way totransfer data between a desktop ma
hine and a mobile devi
e.At the start, we did not have knowledge on how the 
ookies are stored orhandled by the browsers and operating systems. It qui
kly 
ame 
lear thatFirefox was the only browser that had the possibility to extra
t and manip-ulate 
ookies easily. Therefore, Firefox was 
hosen as the browser for the PCenvironment part of the authenti
ation session migration prototype. We alsofound a new browser for mobile devi
es, Fenne
, whi
h is developed by thesame Mozilla 
ommunity that is responsible for Firefox.We needed an existing SSO implementation to test the authenti
ation sessionmigration on. We studied if it was possible to use Shibboleth for this purpose.Shibboleth is in 
ommon use in our university. Later, popular SSO systemOpenID was also used in the testing.This 
hapter looks into the 
ookie extra
tion and manipulation, the trans-fer of the 
ookie information between platforms, and the importation of the
ookie data on the target platform. The last se
tions look into the exper-38



CHAPTER 5. IMPLEMENTATION 39iments done with the implemented authenti
ation session migration proto-type. The authenti
ation session migration prototype was implemented fordevi
es presented in the �rst se
tion.5.1 Devi
esThis thesis has implementation of the authenti
ation session migration pro-totype for two devi
es: a desktop 
omputer, and a Nokia E90 Communi
ator.Python is the programming language for Bluetooth part of the implemen-tation. Python is available on both devi
es but the devi
es have di�erentversions. This is not a problem but it is good to remember the di�erentversion numbers.The desktop is a everyday 
omputer that has Mi
rosoft Windows XP oper-ating system (OS). Thus, the 
omputer has wide sele
tion of di�erent appli-
ations and libraries. The Nokia N810 Internet Tablet is a mobile devi
e. Ituses Maemo OS that has the beta version of the new Mozilla-based Fenne
browser available. Mozilla-based browsers on both the original and targetdevi
e makes the exporting and importing of the session information easier.Table 5.1 lists the platforms of the devi
es, their operating systems, browsers,and Python versions used in the implementation.Devi
e Operating sys-tem Browser Python versionDesktop PC Mi
rosoft Win-dows XP Mozilla Firefox3.0.13 Python 2.6Nokia N810InternetTablet Maemo Fenne
 beta Python 2.5Table 5.1: The devi
es 
hosen for the implementation5.1.1 Cookie extra
tionThe authenti
ation session migration prototype needs to extra
t the session
ookies of the SSO system. The 
ookies are then transferred to the targetdevi
e for the session migration. Both sele
ted browsers, Firefox and Fenne
,are Mozilla-based and handle 
ookies the same way. Thus, browser extensionsextra
t the session 
ookies on both devi
es.



CHAPTER 5. IMPLEMENTATION 40Coding language for Mozilla extensions is Javas
ript. Mozilla browsers useCross Platform Component Obje
t Model (XPCOM) 
omponents to add
ustom fun
tionality to the browser. Through these XPCOM 
omponents,Mozilla browser extensions 
an a

ess and use 
ross-platform libraries.

Figure 5.1: XPCOM 
omponents of the extension implementationFigure 5.1 shows the XPCOM interfa
es this implementation uses in the orderthey are roughly 
alled in the 
ode. First nsICookieManager [42℄ extra
tsthe 
ookie data from the memory of the browser. NsIFile [32℄ stores the
ookie data in the right format into the 
ookie �le. Last, the nsIPro
ess[44℄ interfa
e starts the data transfer 
lient that transfers the 
ookie �le datato the target platform. The extension imports the 
ookies the other wayaround. First the 
ookie data is read from the �le with the nsIFile interfa
eand then the extension adds the 
ookies to the memory of the browser withthe nsICookieManager interfa
e. The 
ookie importation exe
utes when thebrowser is started. Next we look into these interfa
es and pro
esses in moredetail.XPCOM interfa
e nsICookieManager manipulates the 
ookies in this exten-sion: it retrieves, adds, and removes 
ookies. Retrieved 
ookies are in theform of nsICookie [41℄ XPCOM 
omponent. NsICookie uses UTF-8 en
oding.The nsICookie 
omponent has nine attributes. The extension for nsICookie,nsICookie2, gives additional six attributes. All of these attributes are readonly. If user wants to modify a 
ookie, he 
reates a new 
ookie with themodi�ed attributes and destroys the old 
ookie. The following attributes areextra
ted from the nsICookies for the transfer:
• Name 
ontains the name of the 
ookie that the server uses to identifyit.
• Value is the a
tual information the server stores in the 
ookie.
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• Host tells the URL of the web server that owns the 
ookie.
• Path has the path in the web server for the servi
e that owns the
ookie.The next attributes are assumed to have a 
ertain value or are not needed inthe migrated 
ookies:
• IsDomain tells if the 
ookie should be sent to all web pages in thedomain. A dot in the beginning of the host attribute tells that the
ookie is a domain 
ookie. Thus, the host attribute already tells ifthe 
ookie is a domain 
ookie and the attribute does not have to betransferred.
• IsSe
ure sets the 
ookie to be sent only through prote
ted 
onne
tions.SSO session 
ookie should only be sent through se
ure 
onne
tions andthus we 
an assume this attribute to be always true.
• Expires tells the browser when the persistent 
ookie should be removedfrom the storage as se
onds sin
e Jan 1, 1970. If the 
ookie is a session
ookie, this attribute is not needed. The Migrated SSO 
ookies are allsession 
ookies and this attribute is not needed.
• Status has the P3P status of the 
ookie. P3P is a proto
ol that allowsthe web sites to tell the intended use of the information they gather withthe 
ookie. Authenti
ation session 
ookies do not use this attribute.
• Poli
y is also 
onne
ted to the P3P proto
ol and is not needed inauthenti
ation session 
ookies.
• CreationTime 
ontains the time the 
ookie was 
reated. The 
re-ation time of the migrated 
ookies is the time they are imported to thebrowser.
• Expiry has the a
tual time the 
ookie expires.
• IsHttpOnly is set if the 
ookie is a HTTP only 
ookie and shouldonly be sent through HTTP 
onne
tions. The port attribute tells the
ookie is HTTP only if it set as 80.
• IsSession tells if the 
ookie is a session 
ookie. All the authenti
ation
ookies are session 
ookies. Thus, this attribute 
an be set as true onthe target devi
e and does not need to be transferred.
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• LastA

essed is the time the 
ookie was last a

essed.
• RawHost has the host name of the 
ookie without the domain dot ifthe 
ookie is a domain 
ookie.First version of nsICookieManager o�ers two methods: remove and removeAll.RemoveAll removes all 
ookies from the browser and remove removes onlyindividual 
ookies. Remove needs three attributes to identify the 
ookie:domain (host), name and path. NsICookieManager also o�ers an enumera-tor attribute that 
ontains the 
ookies as a nsICookie 
omponents des
ribedearlier. The SSO authenti
ation migration extension uses the enumerator togo through the 
ookies and 
hooses the SSO 
ookies for the transfer. Thenewer NsICookieManager2 extension gives additional methods for the 
ookiemanipulation:
• Add adds a new 
ookie dire
tly to memory of the browser. The authen-ti
ation migration extension uses the add method to import the 
ookieson the target devi
e. The add method is not the re
ommended wayto 
reate new 
ookies to the browser [43℄. The re
ommended nsICook-ieServi
e adds 
ookies when a page is loaded. Thus, it is not suitablefor this implementation, and the implementation uses add method ofthe nsICookieManager to add the 
ookies dire
tly to memory of thebrowser.
• CookieExists 
he
ks if a 
ookie exists. The 
he
k needs a 
ompletensICookie 
omponent as an attribute.
• CountCookiesFromHost 
ounts the 
ookies 
orresponding to a givenhost.
• GetCookiesFromHost returns the 
ookie 
orresponding to a givenhost. Knowing all the hosts that have given a SSO session 
ookieduring the users browsing would be hard. It is easier go through all
ookies and de
ide from the 
ookie values if it is a SSO session 
ookie.Identifying the SSO session 
ookies is not easy and is dis
ussed furtherin the se
tion 7.2. The getCookiesFromHost returns an enumerator
ontaining the 
ookies as nsICookie 
omponents.
• ImportCookies imports all 
ookies from the 
ookie �les the browseruses. Browsers 
an use this method to transfer all the persistent 
ookiesfrom a di�erent browser. Thus, the authenti
ation migration extensionhas no use for this method.
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tedvalues, name, value, host and path, are the �rst attributes in the add method.The host is 
alled domain in the nsICookieManager. The last four attributesare set as follows:
• Se
ure assures that the 
ookie is only sent through a se
ure 
onne
tionto the server. As the SSO 
ookies should only be sent through se
ure
onne
tion, this is always set as True.
• IsHTTPOnly tells if the 
ookie is only sent through HTTP 
onne
-tions. This setting is not normally used and 
an be set as False.
• IsSession tells if the 
ookie is a session 
ookie and not a persistent
ookie. SSO session 
ookies should always be session 
ookies. Cookieimportation sets the isSession attribute as True.
• Expiry tells the time the 
ookie is deleted. This attribute has nomeaning if isSession is set as true be
ause the session 
ookies are deletedwhen the session ends. Only session 
ookies need to be imported.

Figure 5.2: Intera
tion of the 
ookie extra
tion extension with the Bluetooth
lientFigure 5.2 shows how the nsIFile and nsIPro
ess 
omponents intera
t withthe Bluetooth 
lient. NsIFile interfa
e stores the 
ookie information to be
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tory of the web browser extension. NsI-Cookie uses UTF-8 en
oding. To ensure that the 
ookie information staysthe same, it is made sure that the data stays in UTF-8 
oding when writtento a �le. NsIFile o�ers a normal variety of fun
tions for �le manipulation. Itis the standard way of doing the �le I/O in Mozilla extensions.NsIPro
ess starts the Python appli
ation for the Bluetooth transfer betweenplatforms: the nsIPro
ess starts the Python interpreter with the Bluetooth
lient �le, 
urrent URL of the browser, and the position of the 
ookie �le inthe �le system as arguments. The Bluetooth 
lient �le 
ontains the 
ode tobe interpreted and other arguments are passed to this interpreted program.The 
ookie �le is lo
ated in the root dire
tory of the extension.There is one di�eren
e between the Firefox and Fenne
 versions: Fenne
does not have drop down menus. The method to start the 
ookie transfer istherefore a graphi
al button in the tool bar. Fenne
 do
umentation does notre
ommend this method, but at the moment, no other solution is o�ered. Abetter pla
e to put buttons for appli
ations will probably be introdu
ed laterby the Mozilla 
ommunity. The authenti
ation migration extension starts onthe Firefox from a menu item in the tools menu.5.2 Cookie transferBased on the dis
ussion in the se
tion 3.7.4, we 
hose Bluetooth as the te
h-nology for the 
ookie information transfer. Bluetooth works in a 
lient-servermodel and o�ers suitable proto
ols for this implementation. Task of Blue-tooth is to pair the devi
es and transfer the 
ookie information between thethem. Pro
ess in Bluetooth 
onsists of three steps: devi
e dis
overy, servi
edis
overy, and 
onne
tion 
reation. After these steps, the 
onne
tion passesdata between the 
onne
ted devi
es.Both devi
es, the PC and the Internet Tablet, have the 
lient and serverappli
ations. The authenti
ation session migration works thus both ways.There are no di�eren
es between the 
lient appli
ations on either devi
e.The server appli
ations di�er on how they start the web browsers of thedevi
es.We 
hose Python as the programming language for 
reating and using theBluetooth 
onne
tion. Python needs an external library for the Bluetoothoperations. The library we 
hose is 
alled PyBluez [7℄. It is based on the Clibrary Bluez. PyBluez has a version for both the Mi
rosoft Windows XP onPC and the Maemo OS on the N810 Internet Tablet. This allows us to use
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ode on both devi
es.PyBluez does not have support for OBEX that is the �le transfer proto
olin
luded in Bluetooth. It was �rst planned to be used in this implementation.However, the amount of 
ookie information should stay fairly small, and smallamounts of text 
an also be transferred easily with the RFCOMM serial portpro�le (SPP). If a OBEX �le transfer is needed, libraries su
h as PyOBEXexist.RFCOMM 
onne
tion in PyBluez works with virtual so
kets. A so
ket is
reated on both ends of the 
onne
tion. The so
ket 
onne
tion passes databoth ways. User writes data into the so
ket and the re
ipient on the otherend reads the data from his so
ket. PyBluez appends the new data in theso
ket to the end of the earlier data. The so
ket removes the data when it isread. Thus, the simplest solution is to send all the data with one transa
tion.5.2.1 Bluetooth 
lientFigure 5.3 shows a possible 
ommuni
ation sequen
e between the Bluetooth
lient and server parts. The right side shows how the 
lient a
ts in the 
ookietransfer transa
tion: the browser starts the 
lient that begins with the devi
eand servi
e dis
overies. PyBluez does these both with the �nd_servi
esfun
tion.Corre
t Bluetooth servi
es are dis
overed based on an Universally UniqueIdenti�er (UUID) that are unique for ea
h appli
ation. With UUID, the
lient 
an be sure that it 
onta
ts the right servi
e. The 
lient always asks theuser to 
hoose the right devi
e from a list of the dis
overed devi
es with theSSO authenti
ation migration servi
e. When only one servi
e is dis
overed,only one option is on the list. If no devi
es with the servi
e are dis
overed,the dialog informs the user.A graphi
al user interfa
e (GUI) dialog gives the options for 
hoosing theright devi
e for the transfer to the user. The dialog is done with GTK+. Itis easier to �nd and install libraries for windows than for N810. Thus, we
hose the native graphi
al library of the N810 GTK+. The a
tual GUI is verysmall and uses only the basi
 elements. The suitability or the 
omplexity ofthe library was therefore not an important aspe
t. Figure 5.4 shows a s
reen
apture of the GUI dialog.After �nding the right devi
e, the 
lient attempts to 
reate a 
onne
tion withthat devi
e. If the server a

epts the 
onne
tion and a so
ket is su

essfully
reated, 
lient transfers the 
ookie information �le as a sting and appends
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urrent URL from parameters given by the Mozilla extension tothe transfer so
ket. The URL is separated from the 
ookie information witha delimiter. The data ends with an end tag to let the server know when thetransfer is 
omplete. After the transa
tion is �nished, the 
lient 
loses.5.2.2 Bluetooth serverThe left side of the �gure 5.3 shows the a
tions of the server in the Bluetooth
ookie transfer. Server starts the SPP servi
e and waits for a 
onne
tion.When 
lient 
onne
ts, the server a

epts the 
onne
tion and waits for the
lient to transfer the 
ookie and URL information string. If the string endswith the designated end tag, the server stops listening for more informationand starts handling the string. First it takes the delimiter, end tag, and theURL from the end of the string. URL is stored in a variable. Remainingstring is the 
ookie data that is written to the 
ookie �le.Last job for the server appli
ation is to start a web browser with the sameURL that was open on the original devi
e. This URL was given with thetransferred 
ookie information string. The windows version of the server ap-pli
ation starts the web browser with the Python webbrowser library. Fenne
has no support in the webbrowser library as it is a new browser. Fenne
starts with the subpro
ess 
ommand in Maemo. Subpro
ess starts Fenne
by exe
uting a shell s
ript that has the line that starts Fenne
.5.3 ExperimentsThe authenti
ation session migration prototype was tested on two systems:OpenID [5℄, and Shibboleth [8℄. OpenID, and Shibboleth are des
ribed inse
tions 2.2.1 and 2.3.1 
orrespondingly. The authenti
ation session was alsosu

essfully migrated on Central Authenti
ation Servi
e [1℄ SSO system de-ployed in a proje
t of the university. The test show that the authenti
ationsession migration prototype migrates the authenti
ations sessions su

ess-fully. Testing also shows how the SSO systems work with the migratedsession. The testing 
he
ks if the sessions 
an be 
ontinued from both de-vi
es after the migration and if terminating the session from one devi
e alsoprevents the authenti
ation session from working on the other devi
e.
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ation session migration prototype was tested with OpenID. We
hose Livejournal [4℄ as the servi
e provider (SP) and ClaimId servi
e as theOpenID identity provider (IdP). Livejournal is one of the OpenID SPs thata

epts identity information from outside its own organisation. ClaimId asthe outside identity provider o�ers a 
lear distin
tion between the IdP andthe SP.The session identi�er of the ClaimId is in 
ookie named �_
laimid_openid�.Migrating this 
ookie to the target devi
e migrates the authenti
ation sessionof the IdP. Thus, we were able to migrate the authenti
ation session of aOpenID IdP to a target devi
e. The session worked on the target devi
e asit worked on the original devi
e.The OpenID SPs have �exibility on how they are implemented. The sessionmigration for the Livejournal SP needed migration of two 
ookies: ljloggedin,and ljmastersession. Presumably, the ljloggedin 
ookie 
ontains informationabout the user's login to the Livejournal. Ljmastersession probably has onlysession information. We 
annot be sure if we migrated also other informationthan the authenti
ation session but the test shows that the authenti
ationsession is migrated with these two 
ookies. Livejournal o�ers a possibilityfor the user to set an attribute that 
he
ks that the 
ookies 
ome every timefrom the same IP address. Setting this attribute on prevented the sessionmigration from working for the Livejournal SP.ClaimId does not for
e the session 
ookie to be sent through a se
ure 
on-ne
tion with the se
ure 
ookie attribute. However, the 
ookie transa
tions tothe ClaimId server use a se
ure 
onne
tion. Livejournal does all the 
ookietransa
tions through the normal non-se
ure HTTP 
onne
tion. Thus, weimported all the 
ookies to the target devi
e with the se
ure attribute asfalse. This was against our assumption about the SSO systems we did in these
tion 4.1.1 and is a 
lear se
urity vulnerability on both the ClaimId IdPand the Livejournal SP.During the testing we did not remove the session from the original devi
ewhen we migrated the authenti
ations session to the target devi
e. After themigration, we were able to use the authenti
ation session from both devi
eswith no problems. After logging out from Livejournal on one devi
e, theauthenti
ation session did not work from either devi
e. The IdP, ClaimId,did not remove the session from the server if the session was terminated onone of the devi
es.
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ation session migration prototype was tested on Shibbolethdeployed at our university. The testing was done on one IdP and threedi�erent SPs. All the SPs had the 
onsistentAddress attribute that reje
tsthe 
ookies from wrong IP addresses as true and 
he
kAddress set as false.This is the normal setup for a Shibboleth SSO system.The 
onsistentAddress 
he
k prevented the migrated authenti
ation sessionsof the SPs from working from the target devi
e. The 
ookie that has theauthenti
ation session information starts with �_shibsession_�. The end ofthe 
ookie is the appli
ation ID of the SP. Migrating this 
ookie to the targetdevi
e migrates the session.The session 
ookie of the IdP of the SSO system of the university is 
alled�pub
ookie_s_SSO�. The authenti
ation on the Shibboleth's IdP depends onthe authenti
ation method the a

essed resour
e wants the IdP to use. TheShibboleth system of the university uses Pub
ookie [6℄ for the authenti
ationon the IdP. The login 
ookie from the Pub
ookie 
ontains the authenti
ationsession information of the IdP.Migrating the authenti
ations session 
ookie of the IdP enabled the authen-ti
ation to the di�erent SPs without having to re-authenti
ate. The SSOsystem asks the user on every authenti
ation if the identity information ofthe IdP 
an be passed to the SP but this fun
tion 
an be turned o�. If thefun
tion is turned o�, the user 
annot see the di�eren
e between a migratedSP authenti
ation session and a new SP authenti
ation session that is donewith the migrated IdP session. Although, it is not the same thing to 
reatea new SP authenti
ation session as migrating the session from the originaldevi
e.The Shibboleth system used in the testing had a possibility to logout fromboth the SP and IdP. Testing the SP logout fun
tionality was not possiblebe
ause the migrated SP session did not work. The logout fun
tionality ofthe IdP was tested. After the authenti
ation session migration, the logoutfrom the IdP ended only the sessions from one devi
e. The other 
opy of thesession worked without a problem. Also, other SP sessions were not endedwith the IdP logout.



CHAPTER 5. IMPLEMENTATION 49

Figure 5.3: Bluetooth 
lient and server intera
tion
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Figure 5.4: The migration target 
hoi
e dialog



Chapter 6EvaluationThis 
hapter dis
usses how well the 
reated implementation of the prototypeof the authenti
ation session migration appli
ation answers the problems weare dealing with in this thesis. The implementation is evaluated against
riteria stated earlier. The 
hapter also has dis
ussion about the problemsthat were en
ountered during the implementation. The last se
tion tellshow well in our opinion the implementation �lls our expe
tations from thebeginning of this proje
t.6.1 Evaluation against the 
riteriaThis se
tion looks into how well the implementation �lls the 
riteria given inthe se
tion 4.3. First is the same 
riteria that was dis
ussed before and thenis the evaluation how well the implementation �lls the 
riteria.1. The transferred SSO session should 
ontinue to work on the targetplatform as it has worked on the original platform. In other words, thetransferred SSO session should stay the same and no new SSO sessionshould be 
reated on the basis of the transferred information.The experiments showed that the same SSO session 
ontinues on theShibboleth SSO system with the transferred 
ookies. The SPs replayatta
k prote
tion that 
he
ks the IP the 
ookies 
ome from preventsthe migrated authenti
ation session from working. In these 
ases, themigrated IdP session 
reated new SP sessions.2. Transferred 
ookies should be identi
al enough to work on the targetplatform. 51
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tion 4.1.1 we de
ided not to transfer all the values and attributesof the 
ookies. Some attributes are assumed to be with 
ertain values.These assumptions of the attributes of the 
ookies were right in mostof the experimented systems. Only di�eren
e was dis
overed in thetesting with the Livejournal SP of OpenID. Livejournal sends the SPauthenti
ations session through unprote
ted 
onne
tions. The OpenIDtests had to be done with the isSe
ure 
ookie attribute as false.3. The transfer should only a�e
t the 
lient side of the SSO session. No
hanges or only minimum 
hanges should be made on the SP or IdPsides of the SSO system.In general, the authenti
ation session migration was possible without
hanges to the server-side of the SSO system. The authenti
ation 
ook-ies were enough for the session migration and no other informationneeded to be transferred. Migrating 
ookies does not need 
hanges tothe server-side on normal SSO systems.The session transfer on SPs of the Shibboleth systems did not workbe
ause it has prote
tion against replay atta
ks that send the authen-ti
ation session 
ookies from a di�erent IP address. This prote
tionneeds to be altered for the authenti
ation session migration to work forthe SP. The migrated IdP session 
reated a new SP session automati-
ally. The OpenID SSO system used in the testing also had the sameprote
tion but it had to be turned on separately by the user. Se
tion7.4 dis
usses about how the servers 
an distinguish replay atta
k froma legally migrated session.4. The transfer should be faster and require less input from the user thanlogging out and re-authenti
ating himself on the target platform the
onventional way.Otherwise, the migration is faster than re-authenti
ation on the mobiledevi
e, but if many Bluetooth devi
es are in range the devi
e and ser-vi
e dis
overy of PyBluez may take a long time. The tests showed thatthe PyBluez devi
e and servi
e dis
overy does the dis
overy at leastfour times on windows ma
hines. This is probably to make sure thatall servi
es are dis
overed but 
an take a lot of time. The Maemo ver-sion of PyBluez did the dis
overy only on
e. Sear
hing for only servi
eson paired devi
es 
ir
umvents this problem.The target platform 
hoosing was done with a GUI whi
h o�ers thepossible devi
es that have the authenti
ation session migration proto-type servi
e. The GUI o�ers a fast way for the user to 
hoose the target
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e and prevents the session migration from transferring the sessioninformation to a wrong re
ipient.5. User should be able to 
ontinue his browser session from the samelo
ation on the target platform. The whole internet session does notneed to be migrated, only the SSO authenti
ation sessions.Most browsers 
an be started with a 
ommand line 
ommand or ashell s
ript with a starting URL as a parameter. This was howevernot possible in Fenne
, but be
ause only beta version was used thefun
tionality will perhaps be added to the �nal release version.After the implementation and tests one more 
riteria 
ame up. First is the
riteria, then the explanation of the 
riteria, and last how well the imple-mentation �lls the 
riteria.1. The transfer should only move the authenti
ation session informationfrom one devi
e to another.The aim is to migrate authenti
ation sessions of di�erent kinds of SSOsystems. All SSO systems do not use 
ookies for the session handling.If a group of SSO authenti
ation sessions are migrated, it is not e�
ientto transfer other kinds of useless information with the migration andmay it may even be a se
urity problem.The �lling of this 
riteria depends on the SSO systems pra
ti
es onwhat they store in the 
ookies. All 
ookie-based SSO systems do notstore the authenti
ation session information to individual 
ookies withno other information. The authenti
ation session information 
annotbe extra
ted from the 
ookies be
ause the value of the 
ookies is en-
rypted. If the SSO system stores the authenti
ation session informa-tion in separate 
ookie, this 
riteria is �lled.6.2 Implementation problemsDuring the implementation of the SSO authenti
ation session migration pro-totype, some problems were en
ountered. The �rst 
hoi
e as the program-ming language, Java, was not suitable for the mobile devi
e N810 internettablet. Later we de
ided to �nd out if it is possible to implement the au-thenti
ation session migration prototype to Nokia E90 Communi
ator thatuses Symbian operating system but the interfa
e to the 
ookie manager 
om-ponent that handles the 
ookies is not available for free. Also, the Fenne
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tionalities as the Firefox. Nextse
tions dis
uss more about these problems.6.2.1 Programming languageThe �rst 
hoi
e was to use Java as the programming language for the Blue-tooth 
ookie transfer appli
ation. Java is a 
ommon language for web ap-pli
ations and it has 
ompatibility with most platforms. Though, it was notpossible to use Java: Java mi
ro edition (JME) used usually on mobile en-vironments is the only Java edition that has native support for Bluetooth.Java standard edition (JSE) used in the desktop 
omputer must use externallibrary for Bluetooth. N810 internet tablets operating system Maemo hassupport for neither JME or JSE. It has its own proje
t for Java 
alled Jal-imo [3℄. Jalimo does not have a working Bluetooth library that would alsowork in JSE. Thus, both platforms would use own libraries for the Bluetoothimplementation and the implementations would have to be di�erent.Python o�ers a better 
hoi
e as the programming language with the PyBluezlibrary that handles Bluetooth. The 
hange to Python did not 
ause anymajor problems for the proje
t. The Bluetooth transfer appli
ation is fairlysmall and simple. Thus, no prior knowledge about Python was needed. The
hange from Java to Python only wasted a days work.6.2.2 SymbianDuring the implementation, we de
ided to �nd out if it was possible to im-plement the authenti
ation session migration prototype on Nokia E90 Com-muni
ator that uses the Symbian operating system. Symbian o�ers a HTTP
onne
tion pa
kage for the appli
ations and thus handles the 
ookies for themas mentioned in se
tion 3.2.1. This is a di�erent approa
h from the browserhandling the HTTP 
onne
tions and 
ookies.Symbian 
ontrols the 
ookies with a 
ookie manager 
omponent that o�ersan interfa
e to operate the 
ookies. It is similar to the way the browsershandle 
ookies. The 
ookie manager interfa
e is not in
luded in the softwaredevelopers kit (SDK) that is available free for Symbian developers. Thus, wewere not able to implement the authenti
ation session migration prototypethis way.The free SDK of Symbian has the possibility to extra
t the 
ookies fromthe header 
olle
tion of the HTTP session. The default web browser of E90
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ator is 
alled the Web Browser for S60. Extra
ting the HTTPsession from the Web Browser for S60 would give a

ess to the 
ookies of thesession but the extra
tion is not possible in the browser. Thus, the 
ookiesextra
tion for the authenti
ation session migration prototype is not possibleand this part of the prototype 
annot be implemented on Symbian with thesetools.The Symbian operating system has no support for PyBluez that is used onthe other devi
es for the implementation of the authenti
ation session migra-tion prototype. Symbian has its own library for the Bluetooth operations.Authenti
ation session migration prototype needs its own 
ode for the 
ookieinformation transfer on Symbian. Thus, we did not implement any parts ofthe prototype on Nokia E90 Communi
ator.6.2.3 Fenne
The Bluetooth server of the authenti
ation session migration proto
ol startsthe web browser of the target devi
e with the URL of the original devi
esweb browser. The beta version of Fenne
 does not have the fun
tionalityto start the browser with the URL. The Mozilla 
ommunity will probably
orre
t this problem to the �nal release version of Fenne
 be
ause their goalis to make Fenne
 work the same way as Firefox. The user has to browse tothe right page himself in the Fenne
 when using the authenti
ation sessionmigration prototype.6.3 Self evaluationThe beginning of the 
hapter 5 explains what was our expe
tations when westarted to do this thesis. We had no knowledge if the authenti
ation sessionmigration was possible or how mu
h 
hanges would have to be made to theSSO system to make it work. We thought that a self made dummy SSOsystem would have to be made. The goal of the implementation was to provethat SSO authenti
ation sessions 
an be migrated to a di�erent devi
e.The authenti
ation session migration prototype transfers the authenti
ationsession to a target devi
e and the session 
ontinues without problems on thenew devi
e. The prototype has been used to migrate sessions on existingSSO systems su

essfully as des
ribed in se
tion 5.3. Thus, 
ompared to theexpe
tations the prototype is a su

ess.Bluetooth is a good method for the 
ookie information transfer. It is simple
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es in the implementation had Bluetoothavailable easily. On the mobile devi
es, it was native and on desktop PCa Bluetooth dongle provided the servi
e. PyBluez is easy to use but a verysimple library for the Bluetooth proto
ols. On a bigger proje
t, it is better touse some other more 
omplex library that gives more 
ontrol to the developer.The short
oming of the prototype is that it works only on very spe
i�
 plat-forms. The prototype migrates only sessions from Firefox browser of PCand from the Fenne
 browser of N810 Internet Tablet. The Mozilla-basedbrowsers are the only ones that gives a

ess to the 
ookie handling to alldevelopers. The implementation to Symbian was not possible be
ause weonly had a

ess to the free SDK that does not 
ontain the 
ookie managerinterfa
e. The same situation was with the other browsers of PC. Furtherwork based on the prototype is needed to make it work on wider amount ofdevi
es or a di�erent approa
h su
h as use of a proxy 
an be taken. The useof a proxy to migrate authenti
ation sessions is dis
ussed in the se
tion 7.1.



Chapter 7Dis
ussionThe authenti
ation session migration prototype was implemented on twodevi
es: a desktop 
omputer, and an internet tablet. It is important todis
uss how the prototypes �ndings 
an be spread to a wider amount ofdevi
es and platforms. The 
ookie extra
tion of the implementation was donewith a web browser extension. Other means to extra
t the 
ookie informationexist that do not have to be separately implemented on all di�erent browsers.These methods are dis
ussed in se
tion 7.1.Another dis
ussion point is how the authenti
ation session migration 
an bemade to work on all the di�erent 
ookie-based SSO systems. The authenti-
ation session 
ookies need to be identi�ed before they 
an be migrated tothe target devi
e. This is dis
ussed in se
tion 7.2.The federated SSO systems have di�erent means to identify whi
h IdP theuser wants to use for authenti
ation. Some systems store this information ina 
ookie. Thus, to migrate the whole SSO sessions fun
tionality this 
ookiemust also be identi�ed and transferred. The identi�
ation of this 
ookie isdis
ussed in se
tion 7.3.Some SSO systems prote
t the authenti
ation sessions by 
he
king that the
ookies always 
ome from the same IP address. This prevents the migratedsession from working. The SSO systems need a alternative solution for thereplay prote
tion. The other solutions that exist for replay prote
tion aredis
ussed in se
tion 7.4.The whole internet session stored in the browser 
an be migrated with theauthenti
ation session migration. The se
tion 7.5 tells what other data needto be migrated with the authenti
ation session information to transfer thewhole session of the internet browser. The se
tion 7.6 shows what 
onse-57
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es arise when users and appli
ations 
an a

ess the 
ookies storageson the 
omputers. The last se
tion 7.7 tells what has to be 
onsidered if aappli
ation is developed based on the prototype implemented in this thesis.7.1 Session transfer solutionsIn general, user has three ways to migrate the authenti
ation session: witha 
lient-side appli
ation, browsing through a proxy on the 
lient's ma
hineor by browsing through a proxy on a third-party ma
hine. The 
lient-sideappli
ation is usually a browser extension. The appli
ation handles the au-thenti
ation session extra
tion from the browser, the transportation of theinformation, and the importation of the session data on the target platform.Every di�erent type of browser needs its own individual implementation ofthe appli
ation.The proxy on the 
lient ma
hine gives the session migration servi
e to all thebrowsers operating on the ma
hine. Thus, the di�erent browsers do not needa di�erent 
lient appli
ation implementations. On the other hand, all thedi�erent operating systems need their own implementations. The migrationitself between devi
es is similar to the 
lient-side appli
ation. The proxyhandles the 
ookie extra
tion and importation of the session. Some operatingsystems, su
h as Symbian and Ma
 OS, handle the HTTP 
onne
tions for theappli
ations as dis
ussed in the se
tion 3.2.1. This approa
h o�ers the sameservi
es and advantages as the proxy on the 
lient ma
hine for authenti
ationsession migration.Browsing through a third party proxy approa
h is independent from thebrowsers and operating systems. The user browses through a proxy that ison a third ma
hine. The proxy monitors and stores the session information.When the user 
hanges devi
e, the proxy adds the old session information tothe new HTTP 
onne
tion. As the proxy is not under the user's 
ontrol, ithas to be trusted.The implementation itself is easiest in the 
lient-side appli
ation approa
hbe
ause the 
omponents for 
ookie manipulation and HTTP 
onne
tion han-dling already exist. The problem with the 
ookie management 
omponentsis that all browsers do not give free a

ess to them. Also, implementationfor di�erent browsers has to be done individually.The 
lient-side proxy gives the implementation to all the appli
ations work-ing on the devi
e. If the devi
es operating system handles the 
ookies, theapproa
h is as easy to implement as the 
lient-side appli
ation approa
h. If
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ookie management 
omponent, the
lient-side proxy has to be implemented the same way as the third-partyproxy.The third-party proxy works for all devi
es that use the HTTP proto
ol.Thus, it is the most 
omprehensive approa
h of the three and needs only oneimplementation for all devi
es. It is also the most 
omplex to implement.The proxy has to separate and store the 
ookies from HTTP headers. Thesession stored in a proxy 
an be resumed from any devi
e and at any timeafter the original session has ended. The third-party proxy needs some sortof authenti
ation from the user to identify the session that belongs to him.Implementations using these approa
hes exists for the web browser sessionmigration. Song et al. [46℄ des
ribe a 
lient-side implementation of a in-ternet session migration appli
ation. The appli
ation takes a snapshot ofthe internet session with a browser extension and stores it in a proxy. Thetarget devi
e of the migration retrieves the session snapshot from the proxy.Although the extra
tion of the session is 
lient-based it still uses a proxy forthe transfer. The session extra
tion in the 
lient is similar with the imple-mentation in this thesis but the use of proxy adds 
omplexity to the sessiontransfer. Also, taking the session snapshot requires more 
hanges to thebrowser than extra
ting just the 
ookies.Adeyeye et al. [10℄ propose a 
lient-side implementation that transfers thesession to the target devi
e using session initiation proto
ol (SIP) [38℄. Thetransfer with SIP is done through a proxy or straight to the target devi
e. Theproxy is used to provide web browser registration and session data en
ryption.The SIP proto
ol is imported as a Mozilla Framework XPCOMM 
omponent.Thus, the implementation works only on Mozilla-based browsers just like theimplementation in this thesis. Importing the proto
ol sta
k to other browsersis a more substantial task than just gaining a

ess to the session 
ookies.Canfora et al. [14℄ des
ribe an implementation of proxy-based browser ses-sion migration. The proxy stores and re-uses the user's 
redentials usedin the web appli
ation authenti
ations. Thus, the proxy also works as aproxy-based pseudo SSO. Gaining a

ess to the session stored in the proxyrequires authenti
ation. Hsieh et al. [26℄ have also implemented proxy-basedimplementation of the browser session migration. This implementation alsoin
ludes a small 
lient-side appli
ation that 
an be used to extra
t the sessioninformation that 
annot be monitored with a proxy.All the implementations that require an authenti
ation to the proxy used inthe transfer are not suitable for the authenti
ation session migration be
ausethe authenti
ation 
ould as well be done in the SSO system. Also, all the
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ause all the parts of the transferare not under the user's 
ontrol. SIP has the same vulnerabilities as a HTTPtransfer [22℄. Bluetooth restri
ts the area of the possible atta
ks.7.2 Identifying the session 
ookiesName and domain attributes distinguish the session 
ookies from other HTTP
ookies. The session 
ookies 
annot be identi�ed by their values be
ause thevalues usually 
ontain only the en
rypted session identi�er. Newer versionsof Shibboleth and OpenID use a default name on the session 
ookies that
an be used to identify the session 
ookies. The SSO servers do not for
e theuse of the default names. If a 
on�i
t arises in the network with the 
ookienames, it is avoidable with a name 
hange. Thus, the default name is not ade�nite way to identify the session 
ookies.The domain attribute 
ontains the URL of the host of the 
ookie. If theappli
ation knows the SSO systems servers, the domain name 
an be used todistinguish the session 
ookies. Some Shibboleth IdP servers 
ontain the IdPletters in the address of the server. These IdP servers are thus identi�ablewith these letters. The domain name identi�
ation identi�es all the 
ookies ofthe server and thus other 
ookies that are not authenti
ation session 
ookiesare also in
luded.A 
ombination of name and domain attributes identi�es most of the session
ookies but it is not a sure way. The identi�
ation 
an distinguish 
ookiesthat are not authenti
ation session 
ookies or leave authenti
ation session
ookies out of the identi�
ation. The session 
ookie identi�
ation needs a
oherent naming poli
y for the session 
ookies. Without a 
oherent poli
y,the 
ookies 
annot be distinguished from the other HTTP 
ookies.7.3 Identifying the IdP the user wants to useDi�erent 
ookie-based SSO systems SPs in di�erent domains have no meansby themselves to know whi
h IdP the user wants to use even if the user hasalready authenti
ated himself to the SSO system in the IdP. The SSO system
an have a separate servi
e to dire
t the user to the right IdP depending onthe users 
hoi
e. This servi
e stores the 
hosen IdP to a 
ookie for furtherredire
ts to the IdP. The session migration appli
ation needs also to transfer
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ookie to migrate all the SSO systems fun
tionality. If the servi
e isnot in use, the user has to provide the right IdP on every authenti
ation todi�erent SPs.Identifying the 
ookies that tell what IdP to use is as hard or harder asidentifying the session 
ookies. The IdP redire
t 
ookies are persistent anddo not have to be transferred through se
ure 
onne
tions.7.4 Distinguishing transferred session from areplay atta
kBrowsers have 
ookie handling vulnerability dis
ussed in se
tion 3.4 
alled the
ookie harvesting vulnerability that gives 
ookies to the wrong re
ipient. TheSSO session 
ookies 
an be harvested and used in a replay atta
k with thisvulnerability. Thus, the SSO servers need a prote
tion method against 
ookieuse in replay atta
ks. If no prote
tion is implemented, the authenti
ationsession in SSO system 
an be 
aptured. The usual way to prote
t the 
ookieis to 
he
k that the 
ookies always 
ome from the IP they were issued to.This prevents the authenti
ation session migration from working. Some otherway to prote
t the 
ookies has to be used.First method to allow the 
ookies from di�erent IP address but prote
tagainst a replay atta
k is to re
ord the allowed IP addresses of individualusers in a list in the SSO system. The SSO 
he
ks that the 
ookies 
omefrom a safe IP address if the IP address of the user 
hanges during a session.This method needs additional management with the IP address lists. TheIP address of the user is not always the same on the same devi
e. Thus insome 
ases, a wide range of IP addresses would have to be a

epted. Atta
ksfrom within the range are possible.Se
ond method is to tie the 
ookies to the SSL session prote
ting the 
onne
-tion. A Se
ure Cookie Proto
ol introdu
es a proto
ol to atta
h the 
ookies tothe spe
i�
 SSL session [30℄. If the SSL session is migrated with the SSO au-thenti
ation session migration, the 
ookies 
an be tied to the SSL session andthe atta
ker would not be able to use the harvested 
ookies from a di�erentSSL 
onne
tion.
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ation session is not pra
ti
al in some
ases. The authenti
ation session migration needs only to transfer the session
ookies. The whole internet session migration needs all the 
ookie data andthe browsing history. The 
ookies in
lude both the session and persistent
ookies. Persistent 
ookies are stored in the �le system either in one orseveral �les. Browsing history is usually also in a single �le. The persistent
ookies and browsing history �les are easy to import in to the browsers withmethods they o�er. This way works in the 
lient-side approa
h of the sessiontransfer implemented in this thesis. If the proxy approa
h is used the proxyhas to monitor the HTTP 
onne
tions and store the information itself.The amount of data in the whole internet session transfer is 
onsiderablylarger than the information for the authenti
ation sessions transferred inthis thesis. We transfered the session authenti
ation 
ookies as text stringsthrough a SPP 
onne
tion. This way does not work with larger amounts ofdata. The larger amounts are transferred in Bluetooth with OBEX. OBEXis a �le transfer proto
ol and transfers the �les in binary format withoutalterations. OBEX was not used in this thesis be
ause a library implementingOBEX in Python on all the platforms used in the thesis was not found.7.6 Browsers and extensions with 
ookie han-dlingThe web server uses 
ookies for state handling of the HTTP 
onne
tion.Otherwise the HTTP 
onne
tion is stateless. The 
ookies are thus intendedfor the web server and not the 
lient. The start assumption is that the 
lientdoes not need a

ess to the 
ookies as default. However, many users wantto save important 
ookies and delete the 
ookies that are used to tra
k theusers browsing in the net. Thus, on some platforms it is possible for the usersto manipulate the 
ookies.Allowing everyone to a

ess the 
ookies also opens the door for mali
iousatta
kers. An atta
ker 
an inje
t an appli
ation to the browser and a

essthe 
ookies. Even our implementation of the authenti
ation session migrationprototype 
an be used as su
h inje
ted program with some modi�
ations.The modi�ed prototype 
ould migrate the authenti
ation session to a targetdevi
e without the user knowing it. The users must only install trustedappli
ations from the internet to prevent mali
ious atta
kers from gaining
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ess to the web browser.On some operating systems, su
h as Symbian and Ma
 OS, the operatingsystem handles the 
ookies. These operating systems o�er a HTTP 
onne
-tion 
omponent for the appli
ations. As HTTP is a standardised proto
ol, itis same for all the browsers. It removes redundant work from all the browsersbut at the same time removes some �exibility. It is harder to use 
ompo-nents su
h as the 
ookies for tasks they are not planned to be used. Onthe other hand, the implementation of 
ookies on di�erent browsers have notalways stri
tly followed the o�
ial de�nitions. Pla
ing the HTTP 
onne
-tion handling to the operating system for
es all the appli
ations to use thatimplementation of HTTP. This for
es the appli
ations to use the 
orre
tlyimplemented HTTP and proto
ols a�liated with it be
ause sometimes theappli
ations do not implement HTTP as it is de�ned.7.7 From prototype to real appli
ationThe implementation of this thesis is only a prototype for testing the authen-ti
ation session migration. If an appli
ation is done based on this prototype,
ertain issues have to be 
onsidered. This se
tion 
overs all the parts of theprototype and dis
usses what have to be taken into a

ount when developingthem.The 
ookie extra
tion of the prototype works on Mozilla-based browsers Fire-fox, and Fenne
. It was not possible to do the prototype on other browsersbe
ause a

ess to the 
ookies was not possible with their free developmenttools. Though, about third of the users in the internet browse with di�er-ent Firefox versions [9℄ and espe
ially if Fenne
 be
omes popular on mobiledevi
es, it is worthwhile to do the appli
ation just for Mozilla-based browsers.Bluetooth is a viable solution for the information transfer between devi
es.It o�ers �exibility with its di�erent proto
ols. Also, se
urity of the transferis good be
ause all the parts of the transfer stay under the user's 
ontrol.Bluetooth does not o�er an o�
ial proto
ol sta
k but di�erent manufa
turershave implemented their own proto
ol sta
ks. The Python library PyBluezonly supports Mi
rosoft and Wid
omm Bluetooth sta
ks on Windows andBluez sta
k on GNU/Linux. A usable appli
ation needs a better supportfor di�erent Bluetooth proto
ol sta
ks on di�erent platforms. Also, C++programming language is worth to 
onsider instead of Python as it is nativeprogramming language on many mobile devi
es.Third part of the migration that has to be 
onsidered is the SSO systems. If
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ation 
an migrate authenti
ation sessions from OpenID and Shib-boleth, it is probably enough be
ause they seem to be the two most popularSSO systems in web usage. The authenti
ation sessions of the IdPs migratewithout problems. The problem with the SSO systems is the prote
tionagainst replay atta
ks on the SPs. The SP sessions are prote
ted on Shib-boleth by 
he
king that the 
ookies always 
ome from the same IP address.This prevents the migrated SP session from working but the SSO system 
re-ates a new SP session with the migrated IdP session. Therefore, user usuallydoes not see any di�eren
e in the migration.Biggest problem for the appli
ation is identifying the 
ookies that hold theauthenti
ation session information. As se
tion 7.2 tells, it is not possible toknow in a sure way what 
ookies hold the authenti
ation session informa-tion. Thus, the SSO systems should have a 
oherent naming poli
y for theauthenti
ation session migration appli
ation to work automati
ally. Otherpossibility is that the user tells the appli
ation whi
h 
ookies have the ses-sion information. Federated SSO system make it possible that user has hisidentity information only on a few SSO IdPs. Therefore, the amount of theinformation that would have to be gathered is fairly small. Problem with thisapproa
h is that most users do not know anything about the session 
ookies.



Chapter 8Con
lusionsThe implementation in this thesis is a 
lient-side authenti
ation session mi-gration prototype. It migrates the authenti
ation session of the SSO systemby transferring the session 
ookies 
orresponding to the authenti
ation toa target devi
e. The migration works without problems if the SSO systemful�lls following 
onditions:
• The authenti
ation session 
ookies must be distinguishable from other
ookies in the 
ookie storage.
• The SSO systems must not have a replay atta
k prote
tion that reje
tsthe 
ookies from the di�erent IP address than the originating devi
e ofthe migration.The authenti
ation session 
ookies need a standard for naming on all the
ookie-based SSO systems. Standard naming allows the 
ookie migrationappli
ation to know whi
h 
ookies are the authenti
ation session 
ookieswithout knowing anything else about the SSO systems the user has authen-ti
ations on.Using the HTTP state management proto
ol is not 
ompletely se
ure [35℄.An atta
ker 
an harvest the 
ookies and use them in replay atta
ks. The
ookie-based SSO systems requires a way to prote
t itself against replayatta
ks done with these harvested 
ookies. A 
ommon way to prote
t theSSO system is to 
he
k that the 
ookies 
ome from the same IP address theywere given. This prevents the migrated session from working. Some otherway to prote
t the SSO system must be deployed.Three types of approa
hes exist for session transfer: 
lient-based, server-based, and proxy-based [26℄. The 
lient-based approa
h was used in this65
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h. It is the simplest approa
h to implement be
ause the platformprovides me
hanism for the 
ookie extra
tion and importation. Also, the
lient-based approa
h does not need authenti
ation to the systems same wayas an internet proxy does. The 
lient-based approa
h needs di�erent imple-mentation for all the di�erent browser 
lients.The 
lient-based authenti
ation migration needs to a

ess the session au-thenti
ation 
ookies. Not all the major web browsers and operating systemsthat handle the HTTP 
onne
tion give a free a

ess to the 
ookie manipula-tion interfa
e. This prevents implementing the migration appli
ation easilyon all browsers and platforms. Allowing all developers a

ess to the 
ookieinterfa
es would make the development of an appli
ation that use the 
ook-ies easier. Also, in general, if the 
ookies and other session information iseasy to a

ess, migrating di�erent sessions is easier in the modern mobileenvironment.The authenti
ation session migration prototype implemented in this thesissu

essfully transfers SSO authenti
ation sessions between devi
es. Thus, theapproa
h used in the prototype is a viable alternative for the authenti
ationsession migration. The prototype was tested with OpenID [5℄ and Shibboleth[8℄ and it worked without problems.8.1 Further workThe implementation in this thesis transfers only authenti
ation sessions of
ookie-based SSO systems. SSO systems with other session managementapproa
hes exist, for example the Higgins identity framework [2℄. To be ableto transfer all the user's authenti
ation session, also the sessions of these SSOsystems using other approa
hes need to be migrated. Thus, further work ondi�erent these di�erent SSO systems is needed.
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